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Network Intrusion Prevention System (NIPS) isone of the effective toolsin providing network security. The
core computing function of an NIPS is Pattern Matching Engine (PME), which is used to search pattern data
of aknown network intrusion from network packages. In current NIPS, PME consumes a significant portion
of the computing time. PME is a computing consuming application, requiring high level performance from
the system’s base computing power. This article proposes a parale pattern matching approach and maps the
computation onto the existing multi-core CPU by fully utilizing the computing power, ofithe base hardware
structure of the prevention system. The implementation of the proposed approach on:IBM System x3455
server shows that it provides a typical processing speed of 17.2'Gbps with a cépacity of 50,000 pattern
signatures, which has exceeded the results of all current documentation; including FPGA, ASIC, network
CPU, and GPU.

K eywor ds: intrusion prevention system; pattern matching; network security

Abstract:

1 35l 732 % NIPS BE1TRIZK W42, DUR AP LA HE &

W& N2 HZE % ( NIPS: Network Intrusion
Prevention System ) of ERBIF] A& AR ELEL
B SIS BHE, NIPS fitEETREARN
( DPI: Deep Packet Inspection ) iR, ~MYAGZER
Bk, mMBEEMEKSFTRERT NG, 7
RS . FMARE. WEMAZ O RRSEEMEET,

@ YiF5Rd[8):2010-01-20; W )& 245 [8):2010-03-01

TEERS T, LA S22 NIPS it &%, B
F I B FE R H E MM IR, X T
BRI NIPS, tbul Snort, $5AFILELS|EEEE N RS
518 60 % gt ER e, FHELE B T itE R &R
KA, BN E RN — MG BT LR B E
233, 000 &$8<, MM, BEHMENIEMERR

Application Case 52 fBZ£4] 115

© PEREEBATIT

http://www.c-s-a.org.cn



HTENRENARA

2010 &F 519% 5 9 H

AN IP 2240 N RFEEL) 100 5585,

FHEL RS ZMThEE, BE %G ERNFFIEFIR,
MM PR RHFERPEENEHET %, BRIAF
RARESCEA P XNEHE LR S | 2R, SIREHEF
HAESBEBLTE— A MFEFS, LW Snort 7Y
FEFHEER 6000 &4 (2009 F 12 B ), AX
AN TENZHN —PABFZHNFHR, AFEKRE
5 F¥F%, MATE EE, FNENIZIALERE
NFRRE FEBEAENER, B2ABNLFTAR
E18id 2 &AL,

FFELECS | M TAE A R o DURIB AR LSS Ry
HFARE, BIFEBHEILE AW Boyer-Moorel2l,
Aho-Corasick3Bl,Commentz-Walter4,Wu-Manbe
r 515, R IERBHILE T AWET, R IR &
L BEEF B— I RMEIER (SN ) #FLE,
TFUABATALIE, DI E TERE, BT
Bloom 1478 8 B O IRIETAIL B s A T AR 1 758 R
ERMBENNER, HoBERmE— BT
eI,

BN KBEFRIITHNONEAI, Z2IBIHR
TTHY Bloom TSR RN AR EFHN T UTE
B EMRIFAE R ENAKF, REH5HILACSIZEX Bloom
IR aE i B A Rt TR, TTDUARI ARG VAN EE
HRE, ASIRHEHILEL A%, FAREEZ A Bloom i
WERETAI wmE IR, REFE—ENIRKE ( False
positive ratio ), fASFI BEHILE S| ZAIERTIHAY
i, RABIERLESR, EBNNEFTH,
EHE RN REETNFERENEANIER

49 SIMD &2/, 75 IBM System x3455 Z4: t (23

HERER, BIRENAZEEIN 557 FHEHET
SARY, £E05IR( 17.2Gbps BOANEH
AXHNFERRESE: (DRE T —FIFITHIE
MELE %, H RN T AR EF BAFHEAERES
HHIE, QYBIRHNEZMS I ENZZAAES |,
R)LUHNAZEF RSN EREMFHAE,
HAMBREBLIUELHRPNER, B FPGA.
ASIC. MZ&4NESRIME GPU EAISEHL
ASCTEAEALMT . HaEE 2 Tidinss
LRI L1, RABHEE 3 DHOmIRT]
RHMHTE R, B 4 PRATE Intel ZAZ0FE=F -
FISSIEER, FHE5UBEXMHNERIITHR, £51

116 SE Fi%1) Application Case

24,
2 WBEBERITEEL,

BRI ENTHERROT: AEIEBHA
T=tO, t1, -, tn, UK BEREEP = { p1, p2, -,
pr}, HRITESIEM T kil THOT& Ti, /5.

Ti= Pj, Hrmh 1£jEr

5T NIPS T3, # R T AR 3 | A & M4 8 %55
5, BT RO S R E B TR
BRI REATIURRE &N RSB £ RS
F4IUALE %, Boyer-Moorel?IE % 240 T
REE>— SRR MHITE, TEATX
AR, Hotn Word FIIE RANIBRIRIE, 2345

C MEFEESXRERZNEFAEF %, Aho-Corasick

(AC)Bl,  Commentz-Walterl4l, Wu-Manberls],
Knuth-Morris-Pratti®l, Rabin-Karpll% g+ % =%
e U D7

Aho-Corasick (AC)Bl, Commentz-Walter4l,
Knuth-Morris-Pratt®1E A THERIE, EMEIEF
BAE— MBS, REFBBRKSYLIS B R
AR T BAE, XEETBRRSINE LT A
FARENERLERS, HWRES/NMNUENFETH,
TR B EPRIE NG, IRSVEIREMN AFHFE
KIEE Ko LB

PIN—KIRRTTRF AIEAEE, BBELEN
£ 9= k5 §'Jt/J‘ FY = J8] , Lt 40 Rabin-Karplol £
WusManberBI8 7% X X RN AFE —ENF K,
ERAIER B LB TSN A ZEZRRZ

IERE A LR E R MR BRFANIS A SS M B iR
NAPHHTENLELER, BE—EMRERE, &
#, Bloom ibiEsR68E IEFFHAILELE AR 2R
o Bloom iiE=F LR F2—M B FRIARAENE
G4, BERLER/NANRREMBIRRE,

3 HMHFTEE

HAHRHAIFH TR B E A MANERRE Lo A4
AR Blime— MR EZ% M Bloom i1iE:s, BT
HHITeRFANLER, B —ENRRE, Fine—
NFEFITE 3128 B ARRIART IR AT R 45 R o

Bloom iR == G #A L AL | AT SREGW T

(1) ATHESRAEREMNER, FIHH

© HEBREBSAAIITT

http://www.c-s-a.org.cn



2010 &£ 5519% 5 9 H

HTENRENARA

Bloom ik NI — MEERANTELEW, BT
BARANRIRE

(2) Bloom iE=EFFEHAIT LS | AT ER
BEREEFFEMREMTERS . BNIXAN
IBM System x3455 11 &M RS E, TS H A
ZRERUENZ EEREMIFIMTES BN,

(3) BEH Bloom LIk AT RM—MHEF
LR ERT—MHEFHRN—&D, B2, A TR
#/ A Bloom iR =T ELE R, FEH Bloom 148
#=NFETEEERE R, HEGES FHNEH
LRSI ZE A,
3.1 Bloom it =%

A& 1 AR, BT Y Bloom 1 8 8546 & B AR U,

FHHH TN T %, SBEHR Bloom djEs#1N

B, 2 T4 EHEETITES SH5EME S, FeBloom
SRR O AT ARG AR R I E |
FRE, URIEHE T Bloom 88, FAH2H
KR TR — RN = AR M,

VNN NN
Tk N y FR_—
Bloom i 4 R 1A TR wm L
W75 1. > W 75 {1 >
fireh P
v \_/

Bl FABKXCERE

WE 2 i, B MIEREERERF T NEK
M(DBPC), H#ELAM B —1EE 64K MILEMIE
B3R, BTMmEE: 3 M H, N THEFHETHNF

%, DUBSTRASZ S H=2|, 4388 %) DBPC i

H—NLedsfr, DBPC MMAEITEREM, AT
Bloom i 3 A% @A,

&
R ERAT A F B R KA ERE
3bx64K 5bx64K 1Bx 64K
W ER L IE &EMEX
Bloom 3 5%

B 2 373 Bloom if & &

BB EMRER AN (HMC), HE
FEEMBIE—1NEE 64K M tEMNEER, 81 EE
B 5 M. BMHARSIFTEEX AT F4HHE
FHERANFGNFE, COXRTFENE | MNFH,
Hash(i)&=% i MEHE, NEX.

Hash(0) = 0 /*ZBEIRE/

Hash(i+1) = /*HE T aRE

((hash(i) << 2) | (hash(i) >> 14))
N (C(i)<<8 | C(i+1)) v
A ((hash(i) >> 1)|(hash(i) << 15))

B = AR BN AE TERNEPC), BHER
fl 64K MBER LB E 8 L4, 2 BRNES
5 HMC f& B A4 7 {E, EPC AT RR— M
AU MHEFENAENE,

MEANEFEWHNENX T UEY, DBPC Fl HMC
EIREEE T WmAFHFNEHENVE, HMC 1T E H
KM FHERERT EPC MERMGIHHEHITE S
g, EPC NI H T O BeFEMKE,

3.2 BHILES 2

WERILESS A TS, AR m HES
HIF2 L, LA | B TR NT D
BENNFEES, B IR 4 e ST ST 2
— PN TFES, HERSHEZEAEHE HMC BBt
BUHRNERE, REEFES RETHIEHLE, B
TS | EE R MBS . F AT ESKE
IS, ?%é’%ﬁi%ﬁiﬂ%&ﬁqﬁ(?%ﬁéﬁ)ﬁlﬂ, =
FTEENETRIEFFNRSMEFRAE— AT
4228 | K (SRT: String Reference Table){ iR
B, fTER, BENRFENEAETEYEXZ )G, Z
BARERBENTFES, ZTFEEGTHEIBFEIEEM
HEGTEBTH, T FEEBHTE,

HRMENTENNRGR, BTERETEER
FEHNABELLEHTMETRH =, bW
Cache 1, MEHFMEANFY, HZ%. ZHEANT
BINER, AFHSRAMEREBBIT A RIEEETEN
MgE, XA, MRFELHARHEEAFTH, B4
SRR LR BOTEA B A EM,

FEEAFRNENEFEGRERNTR
A EM, REFITIT=1HREREY, F15
BB S| 2B E TN AF LA NEIERED
M, DRSMERE, A 3 fi, F&IAIIFE

Application Case S A% 117

© HEBREBSAAIITT

http://www.c-s-a.org.cn



HTENRENARA

2010 &F 519% 5 9 H

(SAL: String Access List) #1 & % “H (ASG:
Assembled String Group) B TFMENS 4 BT
FFEEHRFS, UEMNAFTRIMENFTETFE
o A, FEIIBRTFNENTEBER N, 7
AEEFEFEENRSIBENFEEPFENM.
FEFEEEFERPINFHM, B FEEHNE
MEENRSIERTEZTES, HEREFESH
FH, FESIBERNBENHN 32K TR, MFEE
FHRETB R IEF %

K

Tl
R AC

AL B0,

E 25 A 7 1] VE A R DMAJI| 3

A

Ji E77

=——"
_—
EBe—=
Ee—=

L 7F

B 3 e Ic | &

3.2.1 FETEANAEE

X F AT Bloom i3 & =8 4 H A T sEIL L, AR IR
HiEAET AT &85 SRT PR B ENMF T
£5, OETESNRIEMZTEESPFTEAMEG
RIBXLEFR, TUEFLIHOFRFE~—T DMA

BT, S TE S SRR, B

7 448 ASG 4 = —NLRR I, BTl
FEAG . PEKENET ST RGN SAT S
EEEEESI . !
3.2.2 FE&FESH DMA fnz

HREEBZZH DMA Bz fE, JEs—
/> DMA #LANE, 8T A MATE P INEHE,
3.2.3 FiAKEHEILED

DMA B NE AT, Fra T AT T A R
6o F4A ASG FENTUNTF &, SR
R T EARNE T & ITHBHITE, %5 T
B x86 AMEBEMHBIESR S HIRR(SIMD)FES SSE
HT R, SNEARTUR TSN FEOBHRLE,

118 sSE Fi% /] Application Case

4 TIFIMERELLER

SRTHSG BRI TE L, )7 IBM System
x3455 R LT LI, ZITENREERER A
AMD Opteron 2000 &5 AZANERS , =47 2.8GHz,
4G DDR2 667 MHz W17, FAIMEIFFBATER 4
MaHITIEE, BIERALZE CentOS 5.0, HiFHEA
GCC 3.3,

WE 4 AN TR 2s17E 1~6
NEIFETR ERTEIMERE R, YT RA RN 5
FE&E, HREES 17.2Gbps (kEEE, BB
B, ML RNA B, RGAL T RENEEE,
BRIGHEEN 3R AL C 2 AFIE SN 86
%o REER, SHTEAEE, AENG. B4,

| SERETNIEDRRRS T ANET ENE TR S,

T e _'|
1
i

SFERR
P

I'_I 1 1 1

FITIRER
¥

/4 v G E bk
|
s 3 ST R 5 T SR e 0 R A
By W3k 1 for, BRSO LASCER R AT B IE 5
SEENTEEMLR N FATLIAEE XL H
NFEBEREMILIIA 2 ~10 5, HAMEEE4E
FFARRENBAINEXHPNER, B FPGA.
ASIC. MZEANERS K GPU FRISEI
k1 BkE

na Gl =] PRI
LI FHRAE
[11] ~5Gbps NePSim2 NP #&4hl =28
2,733 % FORRIN G,
[12] 4Gbps Virtex-I| EIER
1,400 %
~16Gbps 0.13 um
1,400 % ASIC

© HEBREBSAAIITT

http://www.c-s-a.org.cn



2010 &£ 5519% 5 9 H

HTENRENARA

[29] ~10Gbps 0.13 um ICTZ
1,000 % ASIC TR
[24] ~10Gbps FPGA £HJ
2,259 % TR
[25] < 0.1Gbps NVidia GPU FHJ
6,000 % 6800 GT AR
[26] 3.3~4.4 Cell B. E.
Gbps
8,400~20,
000 %
5 4k

B RIK ABBRIRZS B shil i T45E L B 5 | 22 Ak
TERLRE, ERZRTHEREMTERAOMLE
AERBFENFHEFE, XA FPGA #1 ASIC T DR
BR R THERAIRN BT, B8R
A BN EKR R R, AXRHNFTRESE X, £
BATTERS F LW, RITE R R R BT
HiTtite, EBIETHFRMERIIRMENE, RAXAER
WAL B EARIRAONIER EMRAAISTFHER

=
BEo

2B AR

1 Snort. [2009-12-01]. http://www.snort.org/.

2 Boyer RS, Moore JS. A Fast String Searching
Algorithm. Communications of the ACM, 1977,20
(10):762 - 772.

3 Aho AV, Corasick MJ. Efficient String Matching: An
Aid to Bibliographic Search. Communications of the
ACM, 1975,18(6):333 - 340.

4 Commentz-Walter B. A, String Matching Algorithm
Fast on the Average 'Proceedings of the 6th
Calloquium, on Automata, Languages and Program-
ming, 1979:118 — 132.

5 Wu S, Manber U. A fast algorithm for multi-pattern
searching. Technical Report, TR 94-17, University of
Arizonaat Tuscon, 1994.

6 Dharmapurikar S, Krishnamurthy P, Sproull T,
Lockwood J. Deep Packet Inspection Using Paralel
Bloom Filters: (HOTI'03): Hot Interconnects 11, 2003.

7 Ramaswamy R, Kencl L, lannaccone G. Approximate
fingerprinting to accelerate pattern matching. Internet
Measurement Conference 2006:301 — 306.

8 Bloom BH. Space Time Trade-offs in Hash Coding
with Allowable Errors. Communications of ACM,
1970, 13(7):422-426.

9 Knuth D, Morris JH, Pratt V. Fagt Pattern Matching in
Srings. SIAM Journal on Computing, 1977,6(2):323
—350. ;

10 Karp RM, Rabin MO. Efficient Randomized Pattern-
Matching Algerithms. IBM Journa of Research and
Development, 1987,31(2):249 — 260.

11 Piyachon P Luo Y. Efficient Memory Utilization on
Network Processors for Deep Packet Inspection.
Proceedings of the 2006 ACM/IEEE symposium on
Architecture for networking and communications
systems, San Jose, California, 2006:71 — 80.

12 Brodie BC, Cytron RK, Taylor DE. A Scalable
Architecture  for ~ High-Throughput  Regular-
Expression Pattern Matching. Proceedings of ISCA
2006.

13 Tan L, Sherwood T. A high throughput sring
matching architecture for intrusion detection and
prevention. In ISCA’05: 32ndyAnnua International

Symposium on Computer Architecture, 2005:112 —

122. \

14 Dharmapurikar S,“Lockwood JW. Fast and scalable
pattern matching for content filtering. ANCS 2005:
183-192.

15 Jacob N, Brodley CE. Offloading IDS Computation to
the GPU. Proceedings of the 22nd Annual Computer
Security  Applications Conference on  Annual
Computer Security Applications Conference (ACSAC
2006), 2006: 371 — 380.

16 Scarpazza DP, Villa O, Petrini F. High-Speed String
Searching againg Large Dictionaries on the Cell/B.E.
Processor, 22nd I|EEE International Paralld &
Digtributed Processing Symposium (IPDPS 2008),
Miami, FL, April 2008.

Application Case S 4] 119

© PEREEBATIT

http://www.c-s-a.org.cn


http://www.snort.org/

