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Two Methods of Hook APl in Remote Thread
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1 ERELEERE AP TENRIE
1.1 BUnBER

7£ Windows &b, /MR EB B CAF RIS
8o A THIE AP, BERS — DL IEAT ARt 2
it 28], 48 B AR PRI L APLIB BB
DIL PHItER R ¥, 1A DLL #H#E APl —Fh & 2
ERAZELE WEEHER R — AR, EX
&2 5 A LoadLibrary &% #in# B 2 #9 DLL, Windows
12 {19 CreateRomoteThread & o] AR I X —IhhE,

HANDLE CreateRemoteThread (

HANDLE hProcess,

LPSECURITY_ATTRIBUTES IpThreadAttributes,

DWORD dwStackSize,

LPTHREAD_START_ROUTINE IpStartAddress, LPVOID
IpParameter,

DWORD dwCreationFlags,

LPDWORD IpThreadid

H B ¥ hProcess 15 & B #ritt 12 , 5§ IpStartAd-
dress 5 & B ARt 12 cp 44 12 ok MBIk, B % IpParam-
eter 2L/ IMBEENS .

1.2 FRzR LR ingk Ol

— TR HARER .

DWORD WINAPI ThreadProc ( LPVOID IpParameter
// thread data) ;

LoadLibrary & ¥R E A .
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3% AP A6 DLL 4242 B fribde ARG A T

HINSTANCE LoadLibrary ( LPCTSTR IpLibFileName ) ;

k™ op F A X A A R BUR RUA $FARR) IR Win-
dows 448 Kernel32. dll Bk 53 2| Gt R AV E — b it
XS, A 2 3% ) Kernel32. dll b #Y LoadLibrary
R, ¥ H A IpStartAddress £ ¥ 15 A & Cre-
ateRemoteThread & ¥ &, 17z 12 4 12 A A LoadLi-
brary & ¥ in#k & 2 49 DL, 7£ K A sh 17 #) DIMAI &
ERiZ#HEN—EER.
1.3 EERBEEPBSHADERABATERE AP

Hn#k A S & OLL BY, 7E DIMAI Fae] DUE 3 & sh AR
BREOMATHRE AP, TER/FUTIE:

(1) A GetProcAddress ek ¥ ki ER EHEM APl &Y
bk

(2) f8 CreateToolhelp32Snapshot & ¥ B 18 X AT i
BRIRE

(3) F Module32First & ${EV 18 KAt 2 3 — MR
873:0b: ik

(4) 35— 5k A ImageDirectoryEntryToData &
KREFIHBATY

(5) EREHEN AP EBAT AU, KER
A VirtualProtect & ¥ &)i% 3 41t A9 T i B 1% 5 PAGE_
READWRITE, f§ WriteProcessMemory & #4§ DLL &h & 1%
APl & ¥t S ARt X UG E BRI
Bi% APl B, i B sh B B '
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P H B A ok 32 StartDoc, iX 8 Windows #4137 EN &
o TELLFE Word FICRITEN A A BIFEIANT Ao
BAEAZBFTENARSNAUARBTER
shWord BfE Lt F2 PR DLL #H:38 APL Y A . B
SNETRFPBE T MICKE, Z2 7 E T MIC &
DLL, & DIIMAI, A7 I03% £ 7 DLL 94435 oF 3§ o 2 sh AR 3k
AT R APl, Word it fTHTEN RS, 5 AR
A7 StartDoc & ¥(#) Unicode JR &, ERIRRIFR T
StartDoc e/ &) ANSI R, it AR 7R & &Rt 17 HE 3%
2.1 BT MFC BREAR Br#ER DL
H i I 23R $E UNICODE hR A F0 ANSI bR A 94 1%
Bk ¥ MyStartDoc, ZE E RIE R ITEN XA G A4 SE4TEN T
fE. EBHE DL puta R, AR P KM 3 FHEZ
S, SRR AT HE AP,
CCaptureApp theApp; //3Ef{k DLL
extern " C* __declspec ( dllexport) int WINAPI MyStart-
DocA (HDC hdc,CONST DOCINFO = Ipdi)
{ //ANSI
o /1 ALER Ipdi fEREVFTENR R, T RITEN LS
return TRUE;

extern " C" __declspec( dllexport) int WINAPI MyS-
tartDocW ( HDC hdc,CONST DOCINFO * Ipdi)
| //UNICODE

o /1 4032 lpdi 2 RAVFTENME R IERITENSCAY

return TRUE ;
}
CCaptureApp : . CCaptureApp( ) //#3iE R ¥
{

/MR R R AL

PROC procMyFuncAddressA = ( PROC ) MyStart-
DocA ;

PROC procMyFuncAddressW = ( PROC ) MyStart-
DocW;

HMODULE hmDllAddress = GetModuleHandle ( *
GDI32. di* ),

/1SR B R S ATt b

PROC procFuncAddressA = GetProcAddress ( hmDI-
IAddr

ess , " StartDocA" ) ,

PROC procFuncAddressW = GetProcAddress ( hmDI-
|Addr

ess , " StartDocW" ) ;

/1 3B RABRRER, EXRBGAT R A Stat-
Doc ¥ HE, RARDBS N X w546 - 564, X
#2121205 - 209,

}
2.2 ZERFR DB Word

B — > WIN32 & 8 f, £ WinMAI b /3 &)
Word, = 2R WM T

PROCESS_INFORMATION pi; //iCk BAriEERRER

CreateProcess ( “ ¢. \programfiles \microsoftoffice \
officell \winword. exe” , NULL, NULL,, NULL, FALSE, NOR-
MAL_PRI

ORITY_CLASS | CREATE_NEW _CONSOLE | PROCESS _
VM_WRITE ,NULL, NULL, &si, &pi) ;

Sleep(500) ; //EF R EMRHEBRIBAMBERR,
G FNTERERE,
2.3 BT ZBRAREBHEPREA DU

EAFHRFRBELIHBPIREAF, FRE
BB EREERAFTRER, MUANEHEAR DU,
BHEE R VirtualAllocEx gk B Z BB R HEERNTF,
f WriteProcessMemory & #1§ B2 SR RIREE T
SECHIA T IE P SR G 1 {E D IpParameter 5
¥ &\ CreateRemoteThread & ¥, 54 B &R P
7/Y Loadlibrary & ¥,

char diI[50] =" c. \windows \system] \ capture.
dii"; //ZHEAH DLL f9881E

/EBVMERPHEANT

char % p = (char * ) . . VirtualAllocEx ( pi. hProcess,
0,50, MEM_

COMMIT,, PAGE_READWRITE ) ;

ULONG n;

WriteProcessMemory ( pi. hProcess, p,dll,50,8n) ;
/1 EBRHEDEA DU HI3812

PTHREAD_START_ROUTINE pf = ( PTHREAD_STAR

T _ ROUTINE ) GetProcAddress ( GetModuleHandle
(TEXT (" Kernel32" ) ) ," LoadLibraryA™ ) . //3#% % Load-
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LibraryA ek £ b it

HANDLE ht = CreateRemoteThread ( hProcess, 0,0,
pf,p,0, NULL) ; //fTiIn B4R , ERERHEP LT
LoadLibrary, i@ A capture. dil, BAJS B ZH T H 4%
BB ¥, FEHE AP

WAIForSingleObiject ( ht, INFINITE) ; //&Fizf2 &
B4R

3 REZBELERLIEN DL H i API

A} CreateRomoteThread & ¥ o] L7 B irA 2 sE
SRR LEHNIT, S E IpStartAddress 15 E T Bt
RO ERHAMIE, AERRBOEERSY.

DWORD WINAPI ThreadProc ( LPVOID IpParameter
// thread data) .

A IAZ R REXPRBAEZELE RN
(AR L3 I I R &2 P17 Loadlibrary
RE)  EX T ERRYFIHEARCH DL, [ 8 4 5)
RIRNBATHERE AP, RII§ 2.1 ISR PR
HEFZRABRRYD, bRBREL S MRS
KRG, XM REPERRAT M,

3.1 BUEERBREERESNEMK

M ThreadProc F¥UER T INE L, REEEHPE
A—MEHBSH, A TEASANEIEDR, BB K
BRTAXQZEEBESNEHME RPIBRRRLK
hiutfFHEER.
typedef struct _RemotePara |

PROC procloadlibrary; //LoadLibrary gk ¥ g9ttt

char sMyDIIName[50] ; //3E A G DLL &#¢:
char sMyFuncNameA[20] ; // BRHEERR
char sTargetfuncNameA[20] ; //3EHEERIR B

| RemotePara .
3.2 ZEEBRABPH APIEH

Windows i FA5MEB DLL PRy ek /Y, AR H B
fB DLL g9k 3ttt , filis CALL I8 S E @I T H
9. text ¥5 2 — /N JMP DWORD PRT [ XXXXXXXX ] 5
CALL DWORD PTR[ XXXXXXXX ] 4h/®, % &R Y.
text AL B R —#80, B LR B 1m 8 4 12 ok 3 B
THEZER AP, BEEEMAR PRI API R K
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Fthit, BIEA MR BIEEHE A, Eh Kerneld2. dil £
BT EAEIRBER — Mt (KRR E
GDI32. dlil  USER32. dil % Windows & Z A8tk th B iX
KE) | BT AT AZE A 3th i 52 o 4% 21 LoadLibrary  GetMod-
vleHandle GetProcAddress % &k ¥y th it , @1 S ¥ 1%
NEERLE, #MKEHCERMR AU, HEE
A HEPRIFEEREREPERE M AP A3
L, AEANZREABIEP, XSAMAREIEE B
AXPEBTEHMHR,
DWORD __stdcall ThreadProc( RemotePara = IpPara)
{

// 7 B LoadLibrary R ¥ gy a5 2K F

typedef HINSTANCE ( __stdcall * MLoadlibrary )
(LPCTSIR) ;

/1 ESCGEEB R EIEST

MLoadLibrary myLoadLibrary;

/113 1& %1 LoadLibrary &% ¥ b it it 40 R85t

myloadLibrary = ( MLoadLibrary ) IpPara - > pro-
cloadLibrary;

/118 A LoadLibrary && ¥

hmDllAddress = myLoadLibrary ( IpPara — > sMyDII-
Name) .

|
3.3 RESGEREPFHRERNMER

M23 PR, BAFNRERAEATNHER R D
RERTF, BAAE Pzl R B FHF T SE, A
MRERELERNNARERPEAFTTREER,
BEBISHELE. IRBESHEREDP N A
NFHREERYMA, EAMARRE, BRSNS
MESABIREER, XFETREZELERN PR
BHSHNEMEEHREZERNTTR, SIUNERE
AR capture. dll, 8 5t 78 At 2 R 4EL,

strcpy ( myRemotePara. sMyDIIName, " ¢ \windows
\system1\capture. dilI* ) ,

BRI S ¥ IpPara EARIZELEEPER.
hmDllAddress = myLoadLibrary ( IpPara = > sMyDIl-
Name) '
3.4 ZEFHEBRPALBRGERAKSEART

AR B 5 Word J5, 7 Word 9312 2 A
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VirtualAllocEx ¢ 254> BC A 75, A3 WriteProcessMemory &
HENERUNLELER K, H4 THREADSIZE &
NFEFEBENENEHZREABRAKNSEE, T

PROCESS_INFORMATION pi; //iC & HirtREE

CreateProcess( " ¢. \program files \microsoft office \
offi

cell \ winword. exe” , NULL, NULL, NULL, FALSE,
NORMAL_ PRIORITY _ CLASS | CREATE _ NEW _ CONSOLE |
PROCESS_VM_WRITE ,NULL, NULL, 8si, 8pi) ;

const DWORD THREADSIZE =1024 = 50,

void * pRemoteThread = . . VirtualAllockx ( pi. hPro-
cess,0, THREADSIZE, MEM _COMMIT | MEM _ RESERVE,
PAGE_EXECUTE_READWRITE) ; //SBLATE

. . WriteProcessMemory ( pi. hProcess, pRemoteTh-
read , 8hreadProc, THREADSIZE ,0) ; //HA N2
3.5 ZEHBRAREBLERBNSREHESE

N7

FEAR TR QIR AR ESNEHEHRE
J& , B VirtualAllocEx sk ¥ 7 Birit 2 P AR S ERA T,
F3 WriteProcessMemory & ¥ 5 A B EAIEHES
(EMTF2.3 P HEANDULBENFTHTEETESE
7)o,

RemotePara myRemotePara,;

. ZeroMemory ( &myRemotePara, sizeof ( Re-

motePara) ) ;

myRemotePara. procloadLibrary = GetProcAddress
(hKernel32, * LoadLibraryA” ) .

/1 EBRHEPABYERESIERNFT

RemotePara = pRemotePara = ( RemotePara
* } .. Virtualall

ocEx ( hProcess, 0, sizeof { RemotePara) , MEM _
COMMIT, PA

GE_READWRITE) ;
/1 BEMEBENBRHRE
WriteProcessMemory (

pRemotePara, 8myRe

motePara, sizeof ( myRemotePara) ,0) ;
3.6 BERNZRERE

A i 72 i B CreateRemoteThread gk £, 1%
NZFE & B IS MRS Kbt , BRNZREE,

HANDLE hThread = . .CreateRemoteThread ( hPro-
cess,0,0, (DWORD( __stdcall = ) (void * ) )pRemo-
teThread, pRemotePara, 0, 8byte_write) ;

WAIForSingleObiject ( hThread, INFINITE) ; //Z43x
BERER

hProcess,

4 HRE

7t DIMAI chal 72 DLL g993& ek ¥ P i id U ah AR IR
NBATHEAINAZERARELERPER
B ERAESHLU, RERRAREREGFE APIERER
K, A NEHE AP R BBEBMNFHREENER, LB
EREMEE, — AR AEF A sprintf & #F0 Message-
Box REIRERFRS ABELERHEAERF AR
T B (%0 Visual Studio 6.0 Visual Studio 2005 %) 521/
i, BE—MAERXT BRERE AP, thal BFiHF
RBUEBRHENRE A E,

L+ iR 8 5 & Windows 2000/XP/2003 T B Mi-
crosoft Visual C+ + 6.0 &iFiFRiBiT,

B8 3CWK

1 Jeffrey Richter %, E i 4 ¥ . Windows #% & 4% 4%,
% 1 )&, b % U L 3k H j& 42, 2000. 518 - 519,531
-564.

2 REM mE HESHTFRT. AR, AT T
th jg 4 ,2003. 119 - 132,205 -213.
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