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Style-based Dataset Watermarking Algorithm

SHENG Bei-Na, PAN Xu-Dong, ZHANG Mi
(School of Computer Science, Fudan University, Shanghai 200438, China)

Abstract: Open-sourced datasets accelerate the development of deep learning, while unauthorized data usage frequently
happens. To protect the dataset copyright, this study proposes the dataset watermarking algorithm. The watermark is
embedded into the dataset before it is released. When the model is trained on thisidataset, the wé{ermark is attached to the
model, which allows illegal dataset usage to be traced by verifying whether the watermark exists in a suspect model.
However, existing dataset watermarking algorithms cannot providé effective and covert black-box verification under
small perturbations. Given this problem, the method of embedding the watermark by a style attribute independent of the
image content and label is proposed for the first time in this study, and the perturbation on the original dataset is
constrained to avoid the mgdificatibn of labels. The covertness and validity of the watermark are ensured without
introducing the inconsistency between the image content and label or extra surrogate model. In the watermark verification
stage, only the prediction results of the suspected model are applied to give the judgment via a hypothesis test. The
proposed method is compared with the existing five methods on the CIFAR-10 dataset. The experimental results validate
the effectiveness and fidelity of the proposed algorithm. Besides, the ablation experiments conducted in this study verify
the necessity of the proposed style refinement module and the effectiveness of the proposed algorithm under various
hyper-parameter settings and datasets.
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Sy EMGAE F PGD Bk AE o BURE AR, FEAE A HiREAs b
TR0 1) s A 25 I 25 40 5 s B0 4 R 1) 1 B A R A
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FETR AP T XK AR A BT RURS R 4T 4R A, 53 41
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B IR, FikHh, RD, UBW-C, Label Consistent
F1 Sleeper Agent 5Ly A7E £ 4 /K EN R AR B &R 75 2 5]
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25 58 TN I 7K B Hi 08 4R B0 46 B0 5, AR S A
FRIFE I 2505 2045 2 1E g B AL BRIl 2505 =0
wr WEINGREECN 200 f2, HRAN 32, BT B
HIBEAL 589 SGD fi k28, Heh B EeesI % 0.1, 2
N 0.9, B E N 5E—m4, i lg%‘%ﬁ CosineAnnealingL.R
VA, Hoe R AR 200,

] AN, RERIE VAL (R Ak, BT LB A1 H bR
oy, FKED RN H AR P3N E B, LR BRI 2577 X
SEHR S AR SR T VR S AR — B
4.2 BIREIKENE L MR

AATE SN BNES DR AR A A FE VAl A
HEHEERMERE. R 1 RR T AR S 5K R
G5 U B 50) T AR 9 A5 AL 49 1) p A, DA AR A AE SN
K EN B 45 _E 2R3 2R T i ACC.

Je RVE R K EDEIVEAEIEGIR S 1 p (E, BT A
SCAREE ILE 7K B A B B AT 6 B 22 TS I 30 E A1)
BN, XFF CIFAR-10 il £ AT E 2 500 MEA, T
# RD, UBW-C Al Label Consisten’tjf;'i?% 2 L FR AR RS
B2 Y IGIE B {E LIl T = 0.051, RD X 3 Flifi A4 4
K] (1 TEA] *ﬁ?&%ﬁ"%ﬂ%ﬁ%i%, ifii UBW-C FI Label Consis-
tent 7 IR B VGG16 F1 EfficientNet 45K F )
TR RS T Hh 45 B A SO #1731 BEDW 2 4,
HAh FE 2 A5 A AE /K B RN B B 7 5 AARBRB AL, 7
FARSZE A & PL ResNet18 A5 7Y /5 g AR B AR R A= 1l 114
IKEPEE AR, IX T30 T IX Ly yEAE A T A R AR A 2
4 B T A A5 Y ] 45 IR XA IN B p AEL, TR H A 2
P4 1) TE A9 455 5L P 43 1) p A DUEREK, 33817 7T B HE LA 1R
BRI, 55— D57 T, 78 BN BOR 5] ABMU R A
BEDW HIAR SCH H 1 7735 DU toF AN [ AR 235 ) 1) T A7) A5
RIS AT BUASAH I 1 B p {E. Xt s il 7 08
FIK BT 55 B iR N B B S HLARAR BB Y U 75
s AR AR G5 e A W P R AN v, RIAS B S04 A K B
LR R .

PRSI b BAKENELT ) p {8, BEDW
A1 Sleeper Agent S0} & 3 SBR[ p B HH L
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K, ELA T BERE B R 5 4 Dy S AR 7K BT 4R L)l
SRA9 BB IR T AR SCHE A S P v S p fE
ANV 28 T AL I RS IE RS AR Y Gatys 32 Al 15t
A WCT2 #OA B, W LA N 2 i i A

IKENEEARTE R, 455 IE BB p {E, ASCHR
BET RS RFAE (4 308 S 7K BN SRV AH B H At B3 mT UEE
L M X 7y AN [ BY 25 by b ) IE SIS Y 3 HLAE R/
(ISR B L1 B AN IR A 2L

F 1 AAEHREKENEIESE CIFAR-10 HidE4E L rszig st 7
ResNet18 VGGl16 EfficientNet
o Fil i F-1 ACC C8) Fil o F_1 ACC C8) Fil = F_1 ACC %)
To/KER — — 95.30 — — 94.01 — . 91.02
BEDW 107% 03354 94.49 107" 0.0563 93.30 10734 %“_0.3"97 9 90.13
RD"" 04674  0.7525 94.53 0.4689  0.4462 93.04 | 08704 05315 91.69
UBW-C"" 0.0027 03921 94.60 0.0706  0.1620 93.12 > 0.0301  0.1014 90.28
Label Consistent™! 10719 0.0966 95.19 0.0380 . 0.1435\ ) 9338 0.1053  0.6331 89.80
Sleeper Agent”” 1075 0.0002 94.76 107! 11077 93.42 1075 0.0789 89.04
Gatys w/ refine 107206 0.4076 9525 .. 10719 7 05128 93.65 107173 0.6331 90.31
Gatys w/o refine 107227 0.0966 95.13 107213 0.1435 93.81 10-195  0.6331 90.64
WCT2 w/ refine 10795 % 0.5924 “95.28 107170 0.5128 93.41 10079 0.6331 90.56
WCT2 w/o refine (107160 0.4076 95.04 10185 05128 93.32 107174 03668 90.40

|

! W

T S K BB (T s RS e, % 1 4R
N, AT IR SR BV, BUA 1 3 AR SK
B AR LA R R i 11 e TAESEAH AR AR SR 46 4
AR G TERE. Bk, 5 AN S LE ResNetl8,
VGG16 Fll EfficientNet iX 3 MEA |2 ACC [
M 5 43 59 0.59%, 0.76% F1 0.83%, 1M A SCHE H 515
(Gatys w/ refine 1 WCT2 w/ refine) 1] ACC T f&F1y
WP 7351 4 0.04%, 0.48% F1 0.59%. H k] WA ST H
HH (55 RURS 1) B S5 /K ED SRV AE 3 PSSR 2 g 1 410
HA I TR A AR .
43 HRLSKIG
431 RUEHRALIE SR

A M R A ST 301 R o 4
() AR AT A A B 7 8 B 7 B 125 v ) R

S PEHE, T 2 4 H T AR A R A X AR KU TR
AL AR AK 5 BT A 1 XUk P18 G B T, S ] B L
3 35 11 AR P45 v K T AR 0 41 8 40 o AR A i A 1 55
T, X AE1F LR AL S5 1 B AE S R BEAR A3 31 1 XA
PR RLAE H bR b B O B, e ah, o S [F] ARG
IERSRAL, KRS B A Ak 7 1m0 3 R R HD, 9, X1
Gatys KUK IE R AR B 1) R AR A 30 43 AN i o XA
P % 1) SR A0 HTER 40, 10 WCT2 5 5 S KX 36 43
FERE T, E R, A SO ST DR Ak AT R A S B
AE R RS B AR A= o 1 IR AL P48 5 D 1 2 1] 1)
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SSIM 434, 7 2 45 B B RS AL M R e A R e T
KK Ak PG 5 JB I 2 A 1) SSIM 4980, B4, B o Hik
1A% 2 75 £ FEJRRS A8 1 BEER AT 5 101X 5 2 4, AR S0t
A T4 P B P A R RN £ 7K B R 21 o
(B BUS 3 4T IR R — 4T 5200 45 R W1 T R H 4L
WEHTE S T K BN IR e YRR, 3 R 2 %K EN ST ik i 4
RIS AT K B0 S B, B £ 7 S g
{13 5, Bl EfficientNet f5i 71 46 ] WCT2 J7 47
JM%ﬁ%ﬁﬁ&%N%%%ﬁﬂ%ﬁﬁ%mwﬁ&
o SUFIRET S5 B0 p A5 SRA1077%, 2k 4 T A
T 7o 010 B A5 FEE R 8 Bk — 7 91 B B 2 7 K B K048
4 YIS BI.

(a) R R BB (b) Gatys

(¢) WCT2

B2 BT RS B 42 /K ENSEVE BT 1) XUk [ 5

JRUK: 5 J3E 5 1)
LA, AR SR AR T XURS ) Hidfs B K BN SR
2 B RN IR 1) DR 558 32 38 KT SR A bk, (EDR 2D g
ANARVE BRI RE I AR RN, AT 20 56 1 S 06 PR R XU o
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i H AR SN A

FEXT AR SCHE SRR R 5 m . 72 MR I KA T A AT 55,
K AR B AR (gram loss) R PPAl AR A B X
Ak PR ) XU A R U LA, A iy 953 2 2 A 1
RS PR R XA G B A E (gram matrix) 2 [H]
10 22 S5, JFGrroRS o e O o AR % T SRR AE 2 T) ) v
W T EFERE, TR T S ANRHIE (AR AR DG, B A
IS P AN BRI KUK SRFAIE . AR STV X — 48 AR I
THE 4 FhoKED BT IR 0 AR 5 FE o A T XU, 528 2 2 Y
HEFF, 4 FHKEIIT A: WCT2 w/ refine < Gatys w/ refine <
WCT2 w/o refine < Gatys w/o refine, 7l ic/Fu = 1,2,3,4.

K2 AFBEEKEN AR SEI 45 R

GFAVS CIFAR-10
Gatys w/o refine 0.4314
Gatys w/ refine 0.5406 (+25%)
WCT2 w/o refine 0.5138
WCT2 w/ refine 0.8896 (+73%)

1 3(a) TR AL A E A
S TE BIRRE p (8 506 e, 0 s ok
AL LA 0 B £ 7R TE B 7 K PSR 9 |-
VLR T 3(b) ARBIHLZ th T 7E BN T R RS 32
P 07K ER AR L 1546 5 0 TE MR 2 0 5 L
WERE. T 3 (005250 4 280 M MR E T 24K B
e R A, 56 T L 9 M3 8K BV B0
B 5 B MO BB, L% T M A 2 P R 0
JEA 2 B RN SRR T A ) A5 L,

433 HBhLEIFm
55 4.2 ISR R T EHLE) L, BB

10% 1500 T & Sk R e, AT VR0l 56 1 XU IO B 4= |

IKERSEVEAE R R B 3h el T bk, 1 4 4t 7oA
Rt B S D3 EL Oy 5 3 BEE D 1%, 5%, 10%,
50% F1 100% I, IR AL p (85 #E 3. 45 R WoR
b B e 91 67 A 35 T (942 5 3 7 Ay 5 7K )
FTEL (0 B 425 R 6, T 7 — 7 T O 50 4 A 1 O T

R, SRR R A BT R, EH AR B,
7F 1% DLA.

434 AFREIEE LR

ik — AR AR SR tH R 3T XU () s AR 7K B
L UL THEERMEURE T, AESHEL
A CIFAR-100 546 F0 MG 2 #5255 =5 11 Image-
Net [ 10 4325 74 (3£ ImageNet-10) £ 584G 3 F
R ALK BN BT 0T bE SIS VR A

I"’
50 L= .
1 2 3 4
u
(a) 13 3k
9% a« N
® @ ® ®
K ————— b Y. P ol
92
o= | TETTTTITITITITTY CILLLLLLLLLLLLLLL S ITTLLLLLLERLELLE u
S
\ @) 88
v % —@=— ResNetl8
84| =% = VGGI16
«««m:«+ EfficientNet
80 L : . .
1 2 3 4
u
(b) g A PE

3 ANIE] ARG 58 B BodiE S K BN A AT kAN
THREANAR T M

230 0.96
—o— SEJLXF ResNet18 IEHIT5E @ @
T p B 1 o 5
220 L - - X A A R R
X = = Y = = R,
2 SR ——
%E 210 x x- 0.95 8
T C A
o
200
\
4o L9 . . s 10,94
1 5 10 50 100
r, (%)

4 ASFEPBN L BIT I T A R 4K BN SE R

3 SRR, S EERE SK BN LA L,
ARSI SN R AE R HE £ 1) CIFAR-100 %%
P b2 BMG 7 #5355 1) ImageNet-10 £ 854E -
HA SRR I B, X T oK BRRE A A, AR
WA H B (Gatys w/ refine) ZEIEBIAELAY K p {H#R
BN, TSGR B p R OK T 15 0E 1) ELAS FE
fH 7 =0.05, DA B3032 A T A ) W I 47461 o] B A AL [
i, 93 2 B 579 7E ImageNet-10 i 45 _E 6T 7451 B 7Y
K p {EAH SR AR, 1X 35 2 /& ImageNet-10 ZrHa4E il 2k
15 3 B B A AR 2 A0, FRBCY AU AL AN I T
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B8 UE 1) R A B 18 43 2K I 3t 2 13 B A I p . U
I, TSR 2y SRR 2R R 3 5, AR SCHR H AR T
1 PR U 10~ 1045 T /N R B A D AT B R fE . RO E
A B K BN 59, BEDW HIEE &4 E 2K 5K
CIFAR-100 #5442 %, RD il UBW-C &% H
TR 5INARER A AL H R ] 7 AT k3 R A TE

CIFAR-100 1 ImageNet-10 £U4 45 E Vg FIFE R 2. XF
FKENSEIE R T RE AN AS M, 9206 45 B 3% 0 25 Fh B VE TR
TR 7K B 35 A AN 5w K 40 A 1) I TR R, 7R SE RR
AL AR B Dhae AR M. Hop AR SCH VA
IhREANA M e, R ACC F T FRIE FE#RTE 0.5% LA
W, ELAEHR 233 5 K B[ G B R HER A i It

%3 AFEBIRLEKEEEEAE CIFAR-100 1 ImageNet-10 $E 4 b s2ie 45 1

ResNet18 VGGI16 EfficientNet
pAE/TE S IKENSE pla ACC (%) plE ACC (%) plH, ACC (%)
Frl F_T Fil F_1 vE S T )

TEKED — — 78.16 — — 74.53 - 69.15

BEDW 0.1188 0.2211 77.35 0.1809 0.0701 % 73.22 0.0843  0.2429 67.43

CIFAR-100 RD 0.1986  0.4392 77.86 04645 06391 73.07 0.6122  0.7232 69.68
UBW-C 10746 10712 76.99 104! 10-10 73.74 1074 10711 67.91

Gatys w/ refine 107209 0.8018 78.31 10—1§1 0.7729 74.89 107137 0.2681 70.07

JE/KEN — & 96.06 — — 96.32 — — 95.08

BEDW 10733 10=8 95.40 10734 1070 95.80 10722 0.0004 94.66

ImageNet-10 RD 02759  0.7938 95.60 0.7427  0.8289 95.66 0.6480  0.8290 94.06
UBW-C‘ v 0.0298  0.1657 95.46 0.4203  0.3078 95.82 0.3069 0.4176 94.62

G_atys w/ refine 10°164  0.0716 95.88 10-114  0.0636 96.06 10-145 0.1043 95.28

5 5 EH visual recognition challenge. International Journal of

BEXT LA HdE K B TAR RIS AL, B TSI AE 3 2
THIBRZEMP B AL/ R 1R SR A R HoRT ASE
F ARSI A 7K BN AR, ASCER UL T BB E LA
BERIRRZE (0 KRS RFAIE, 2 1 2 JXURS (1 Kool £ K N
Hk B SBUA I 3 R SR K BT AR T
TR ZE T (0 B 15 7 By AR REAT SR de x b, S8
6 25 SR TR AR SR Y SR A M SR K BN 2k B R
BlatE, AR RAE AR G L, AT UL AR = 0 B
15 JEE I 40 Wy I AR 49 T B AR A B 2K ED D REA

ARk b ARG H A i HE AR A T, A0 T e £iodie 4

ALY DIHERIREL N, 2

AR R B B R U SR B R R T
LT AR 1 S0 SRR B B0, S R 6 B 4 4R A8 S i
PERLARA . AR T A o, — 7 T S 2R 6 IR 1 8
A K B LR R B A AT e, A SO, P AT,
352 L S D SR SR B B 5y T TR 4
ot T B S A K R, 7 TR R 4R
FAE N I AR ot RS T60 72 74 1 B0, 348 1T 2639 4 A O
BIF 7 2.
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