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Integrating GRU and CNN for Light-weighted Model in Network Intrusion Detection

ZHOU Can, YANG Dong, WEI Song-Jie
(School of Computer Science and Engineering, Nanjing University of Science & Technology, Nanjing 210094, China)

Abstract: Current network traffic data show high-dimensional, polymorphic, and massive characteristics, which is a new
challenge for intrusion detection. In order to address the limitations of low detection efficiency and lack of lightweight
consideration in traditional intrusion detection models, a lightweight network intrusion detection model incorporating
GRU and CNN is proposed. Firstly, redundant features in the dataset are removéd byusing extremely randomized trees.
Secondly, feature extraction is performed by using GRU. By taking ‘iIrltO account the long and short-term dependencies in
the data, all hidden layer outputs are treated as sequence feature information for the next step; then a lightweight CNN
model with structures such as inverse residual, depthwise separable convolution, and dilated convolution are used for
spatial feature extraction; a channel attention mechanism is added to accelerate model convergence. Finally, experiments
on the CIC-IDS2017 dgtaset"shg)w that the method has excellent detection performance, as well as the advantages of few
model parameters, small model size, short training time, and short detection time, which is suitable for intrusion detection
of network traffic.
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models; extremely randomized trees
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S SEL A Y TR 8 ) B — 5T L YA % 18 3 T 4% AR AL
] . 1M IGRU-LICNN 2 2 31 7 i o 1) 4 50 1 A
KR, FF HKH LICNN G580 X 25 it SRk 1R AT $2 Y,
BATEINFEERRERREE ). Rk T 1558 CNN 4514
HA R IE 3 AN 76 43 DA S I 2 A 70 2 i it oK il A
N b BN 2, VR I HLEI S5 M 51N bR T A A
OSSR B . R AR ST 5 B8 /D B I 5B 18] 855.1 s.
[ FE IR, A SCHE B RS 70 06k AN X 4R 3k 4T 0 288 I 1t
ISP S5 5F [R] 2 18 s, X 38 B AL 0 T — ANk £ s 11
R B 1] 2979 3.9 ms, KT AAZ KW S 150 3% A B[] 4
FEA T AEERZ ). \

%5 R RN IR s T

R HEIfZE (%) A E3(%) FUE (%) ZE (s)
IGWO-SVM ".‘ 91.45 90.81 93.19 1954.4
ANN—CFS 94.60 92.75 95.06 1476.3
IéI‘\IN-PCA 92.51 90.15 94.14 1634.5
OCNN-HMLSTM 96.48 96.12 97.20 1396.7
IGRU-LiCNN 99.53 99.52 99.53 855.1

L B

A BENIGN DDoS DoS Port Scan
BENIGN 197966 57 674 159
DDoS 7 38447 10 0
DoS 968 5 74906 0
Port Scan 243 0 25 47489
F 4 WAL G2 IRIEH P
N G
A BENIGN DDoS DoS Port Scan
BENIGN 198201 32 525 98
DDoS 10 38445 9 0
DoS 784 4 75091 0
Port Scan 224 0 21 47512

168 4 AR5 % Software TechniquesAlgorithm

# 6 4 CIC-IDS2017 £ o & BFEA Y A 7] 2
A FLAE. WRAPTTLLE H, BRSO IR 5 R AR AR 1)
HEZ )9 99.67%, %f Port Scan ££2% () 7 [5] 224 99.49%;
X T DDoS FEA A 115 99.95%; % DoS FEA
A1 A 98.96%. M F1 W] LUE HE AL T Port Scan
FEAKI DDoS FEAH 70 KM e e, 7370l 22 99.64%
H199.93%. IGRU-LiCNN {3 7E 2> R AR v A7 70 4 iR
Ir FEIE L, XS BT 7E BT R AR T, 3R 20 4
P AT 2 B M DR AE AR AN B ., A7 AR AR 4
FCE & R A L. AE R B — AN RESE I AR, 7R
Je F 3R 3 9 B S 2 A U BEAR L MRS o ek
AT LA Y, IGRU-LiICNN S T ek (60 0 1 R
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i H AR SN A

K6 RS S RHAR A RN F1H

AR FI{H [EIEES
BENIGN 0.9958 0.9967
DDoS 0.9993 0.9995
DoS 0.9911 0.9896
Port Scan 0.9964 0.9949

3.6 JHRRSCIG AT

PATVIE I R S SR VT A & MR TTER, Wk 7
7. GRU #5584 R H #5¢ Jim — AN B2 105 AR o326
FEARHE; CNN A B A1 FH 25 58 A5 R AT FRAE SR, M SE
I 45 0] LA Y, GRU Al CNN AHZE & R 5 CNN
BEAUAH EL A SRR TE T 2.1%, X2 AR eS| T
HedE v I 2SR AR (S . LICNIN 45 0 (0 A 45 A 7Y
IR RIETE T 1.8%, iX &K A LICNN 554 1) CNN
SERIAH LA T — e ok, 1 ik 22 A A B e
PRI RURIE A, A8 GRAE M R 4EAF (LT 78 73 42
EM%E?H%%E‘Jﬁﬂﬂﬂi&'\?fﬁiﬂﬁ@%%&%. B2
TR &8 R TE AN P A 25 AR 0L AR ] 7y S 52 58 f
REAEAS S AT HR L. DA R I8 P R S M B I NV B T
R AE P AR T RGN B s IR R R = )
BRI T IR 288 38 A 1) 1] R, A, B R AR AU 8. N
R IHLE 2 R R R T T 0.9%. AER
JIHLHZAH A5 A2 51 N S 6 40 288 FH B4R AIE 2 1 22
WS TG FH AR AE 2.

7 THRERSEE AR R 4 SR (%)

N 7 Bl HEAT REAE 35 B AR R st — 5 /b B (1
SHE AR RN, NRPFTLUE 1, 544 ERT
FIRE A e, IGRU-LICNN fIS 8080 T 23.7%. H
BE AT 1, 2 5 b 1R A B RS AR RRRAE 32 % B T e
RS (1 B A TR, B I S 56 T 9 4E CIC-IDS-
2017 i HEAE - GRU+CNN #AY I Zkh 7] 1265.3 s,
IGRU-LiCNN 7EYIZRE 8] B9/ T 32.4%. 55 4h AR
W45 AT A Y IGRU-LICNN ZEHERAZR _EIRTT T 2.69%.
I RS 43 IGRU-LiCNN JAy% 844 1) g 45\ A2 A5 A2
NG VIS \
8 A A Bk 4 1

Z .| GRUYCNN IGRU-LiCNN
Input Input Input

Layerl GRU GRU
Layer2 Conv2d1(8, 3) Conv2d1(8, 3)
Layer3 Conv2d2(16, 3) LiCNNI(16, 3)
Layer4 Conv2d3(32, 3) LiCNN2(32, 3)
Layer5 Conv2d4(64, 3) LiCNN3(64, 3)
Layer6 GAP CA
Layer7 FC FC
Output Output Output

£ BHNSHEX

B HER FI{H FEEES
GRU 94.35 94.26 93.89
CNN 94.74 94.53 94.17
GRU+CNN 96.84 96.35 96.73
GRU+LiICNN 98.65 98.12 98.23
IGRU-LiCNN 99.53 99.53 99.52

37 EREEB LA i

MG T 7 b 9636 7T BAR i, IGRU-LICNN 49 %5
A oy 2K EfE. BRIEZ 4h, IGRU-LICNN & LiE T4
EALIIPERE, 8 H AL 0% T 1Tt B B A 4R 3% . e
) Y 4% 1 4 T IR PR PR R o, FRATTIE O S 6 b A T AR
RSO 1 80 K LI SR (.

xS AWM AR S5 R 9 AR
ZHERT . R AT LA H, IGRU-LICNN £ % 58 /b
250, B RE I B 57 5 GRU+CNN #5
AUAH b, IGRU-LiCNN IS8 /b 7 49.94%. 1T LA
5 t IGRU-LiCNN 5 A7 fig 25 [A] 52 /)N, Bef% S0 4
b 27 g X 4% 1 % 8 U0 2 R A T AL abG b, SRR AR

[zt ZHE
GRU+CNN (ERT) 34184
Ours (ERT) 14808
GRU+CNN 38792
Ours 19416
4 g5 Eg -

SO T AR Ak 0\ A2 B B TGRU-
LACNN. 5 5 8 1B B LR 185 24 ) SR A AT
W20 AL TR, TSR P GRU AT BEAL Y CNN BER i 75
AR, 3 A oAb 1) ONN AL 2K S (T 90 7 25
TR T R 2 L MR B i, RS2 2
[0SR, AT B4 8 AR BRURS G, 128 5 T 4638
40 1. S L VR FE T 45 B A KK PG T LR (12
KRt I B 45 ) B TR B 5 A 2 A 4 P £
AR SR LA, JF A 2 B (S,
ST, A% SCHR AR A L R T 7 1R
fO Y e, T EL Al (S0 1 2 it . o/ MY G
B IR T, DR {5 R PR R . L3t 9
6 5% AR SCH B th B 72 CPU SR8 R HEAT A MR
K. BRI, 0 2 RS R PO 4 5 o S BN A
SRR 9 0 B, K SCHR L0075 R 051 9 — T 47
RN,
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