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Anomaly-based Terminal-level Intrusion Detection

XIONG Wen-Ding, LUO Kai-Lun, LI Rui
(School of Cyberspace Security, Dongguan University of Technology, Dongguan 523808, China)

Abstract: As the main technical means of computer protection, intrusion detection technology has been widely studied
due to its advantages of strong adaptability and ability to identify new types of attacks. However, th§ repognition rate and
false alarm rate are difficult to guarantee, which is the main bottleneck of this technology. To improve the recognition rate
and reduce the false alarm rate of anomaly detection technology, this study propeses a terminal-level intrusion detection
algorithm (TL-IDA). In the data preprocessing stage, the terminal log is eut into-continuous and small-block command
sequences, and common statistical indicators are introduced to constfuct feature vectors for the command sequences. Then
TL-IDA is applied to model users through the feature vectors. On this basis, a sliding window discrimination method is
also proposed to judge whether the system is under attack, so as to improve the performance of the intrusion detection
algorithm. The experimental results show that the average recognition rate and false alarm rate of the TL-IDA are 83%
and 15%, respectively, which are superior to those of similar terminal-level intrusion detection algorithms based on
anomaly technology such as ADMIT and hidden Markov model.

Key words: computer security; anomaly technology; dynamic clustering; terminal-level intrusion detection; sliding

window discrimination method
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U, ASCHE % TIZBAE. BAh, v TR RE L BRI T
P, 270 H i 2 P AR, 30 T 2 AT S i B,
EAFEAE R A 2 B, % 1 R T KN 4 fdn & Fp
B, BOE T PR 20 K 1 I IIUIEIE R

®1RKEN4 P, BTFAIRKER 2, KA1

PIEEES
J7 5 44 5 PP S
J i 4 74 S={t=Is—1, t,=vi, ty=ps—ef, t;=vi}
So={tg=Is—1, t,=vi}
T 5l $i={t,=vi, ty=ps—ef}

S,={ty=ps—ef, t;=vi}

RE| TP AEE, & EFATHE AL, T
12 7 FNBA AN RHIE ) &, Ak, ARSCHIN T Sk
S HE AR ROR B FH P RHE. B %, 8 U T 2
FF B RIARABARE A3 P A 1 81 ) e AJE1 7 Sl (longest
common subsequence, LCS). ﬁlﬁfﬁ%\}\? Bl So={to=Is—1,
t,=vi, t,=ps—ef, t3.=w'}, S‘1:{t0:vi, t,=ps—ef, t,=vi,
ts=touch}. \RIEE X, Sy #1 S, I LCS A {vi, ps—ef, vi},
FRBEE A 3. SRJ5, WHAE H gt BL T 2dfs:

(1) B dm 20 R B

(2) B A BLIEL

(3) A A (0 B A A] e 250 I EL

(4) FAN T A (R FRAN AT IR S E0 H LI

(5) F P R-IE 751

XFT(5), Gt B 1w 27 51 5 HAR R i &
Fy 20 ) B AHALL RS, B3 DA BB T AH AR B d iy B AT 20% ¥
A P FIE R RREF 5. S5, 8 SURFIE:

(1) xy: A2 P2 LA .

(2) xp: PIESELHIF- 3 AR 7

(3) x3: SHRHEF 51 ) e A AR BLRE B NS

BT i & e AU HIRE IR BN (xy, x5, x3), FEIX
ARHE R, x, B x, (R T 654 B AE, x; 17
BT i A B FPRALE.

2.2 TL-IDA Bt

56 S TUAL B, SR SR R AIE v
TR B, SR K-means FIEAE & A 7 8, JH
BRIFE TRV 100 K (RAE (BP& 22 R AL 20). Ahamed 55
N A 3h A R BVE AR R T b R AT BB K
(YRR ), (E T AR ) R SR AN 3 AR Dk, ASCi T
T TL-IDA 5%, B EZ il 3 DR . £ X
3IABRBCCHT, N E 3 AN T HRHWT.

(1) distX,Y) = " (i=ypxie Xye ¥, fIF
THERHIE B X, Y ()RR S R RRAE ) = 4 m, T
BRI R) B2 A% 2 DN O(m).

(2) inter(S C) = min(dist(c;,cj)),ci,c; €Sc,i # J, H
T EREE ) > B . b, Se RRER PO, ¢
c; SRS | AN TEIFANE j AT . B K R
FEA KL, D) R BRI T B2 2% B R O(KPm).

K Zjlz] dist(s;,c;)
D TR
K"

FH T ST AR (VR S50 i, 0 6] 5 29 O,
ﬁEF!‘, S, FEIEI R R A 2, S, R | AN TR A
G, R B | AN IIRIRE A AL

2.2.1 BaseClustering

B 5641 BaseClustering pREY, & SEHL T SEAE A5
KIJRE. ZREURTE A 2 B ER: (1) 5% K DMFEA
YER BRI O, B R A IEAN 3 T B 5 H Sl i ol
B SR, 153 — IR R, (2) B BRI
ARBMENEATBEI O, EE U PR, HBEE
RETH O N IE. SO an ik 1.

%1% 1. BaseClustering(S, K)

BN (S, K), S R RABMPEALE

Wit (S, ), S, T AL, S, REBREALE
T\

@) intra(S.,S p) =

S pi €S p,

1: S.<—Randomly select K samples
2:do )
3: for i—1; i<Kj i++ do
Sp,«—(é . 4
' end for

for ¢;in S. do

4

5

6: = “forsinSdo
7

8 if dist(s, c;) is min then
9

: Spie=Sp; Uss
10: end if
11: end for
12: end for
13: recalculate S,

14: while S, change
15: return S, S,

Bz N R ] TR R B BT I R Rk
$={50=(0.972, 0.716), 5,=(0.776, 0.501), 5,=(0.515,
0.314), 53=(0.305, 0.675), 5,=(0.755, 0.923), 55=(0.605,
0.704), 55=(0.634, 0.088), 5,=(0.445, 0.932), 54=(0.427,
0.571), 59=(0.298, 0.238)}, K=2. 145k, BENLEE 004
S={co=s, co=s3}. IRJa, TEREA 7 BE 21 P B fealr i 0

Software TechniquesAlgorithm #1F4i AR« F%: 183

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

2023 4F #5324 HH2 W

QI BB 8 947), WIS 1 kARAS 3):

Sp:{SpOZ{Soa S15 52, 54 55, S6}» Splz{s37 57, 58, So}

S ={cy=(0.368, 0.604), ¢,;=(0.709, 0.541)}.

T S, KAEARAK, 4REE5S 2 UGEAR (BF 14.47), 1931

Sp:{SpOZ{Soa S15 82, 54 55, S6)» Splz{s37 57, 58, So} },

S.={cy=(0.368, 0.604), ¢,;=(0.709, 0.541)}.

T S, %A A, Bk a3, BRI e L.
I HT AT AL, B GE AL IR T BUREAS 2134 Py J 28 vt
1 BERS 2 R/, K] 0k bR A5 R A W SR

i8R, BaseClustering B[ A HAE R dist (GF
84T), BRI MR AN O(m). AFEANECN ny HRE
RN K I, 2% B AT — Ik whiledS AR I 8] 2
28N O(Kmn), K58 U ST LT EIAT 6 UGEAR,
U B8 B K S22 9 O(6Kmn).
2.2.2  DynamicClustering " .

N TR BaseClusteri‘ngelZliﬁl%ﬁ%?&i’iE K E IR
i, A ¥ it T DynamicClustering 2R %1, % bR F0E T R
FENE ) 7 B B (inter_val) AR R R K% (intra_val)
SRFIWT RIS B 1k O ARRS an 5% 2.
#% 2. DynamicClustering(S)
HiN: (), S Rl REHIPE A LR
Hii: (S, S,), S, R ERBHOLE, S, RIEREAE

1: K1

2: new_inter<—min float number

3: new_intra<max float number

4: do

S: K—K+1

6 Se, Sy—BaseClustering(S, K)

7: old_inter«—new_inter

8 old_intra<—new_intra

9 new_inter«inter(S,) -
10:  new_intra<intra(S,, S,) R p e

11:  ConditionA«old_inter<new! inter

12: ConditionBHold;int;a>new7intra
13: while ConditionA and ConditionB
14: return S, S,

1$FH 5 2.2.1 715 BaseClustering bR %)% H 45 5ok
L DynamicClustering PRI AT I FE. & 5, MR HE
S, 'S, AT LA TR B8 inter A1 intra #3 %] inter_val=
0.346, intra_val=0.563. %4 )5, 0 K A9 3, FRRA
BaseClustering PR %, 1521

Sy=ASp0= 1505 S15> 545 S5} 5 Sp1=1535 57, 534> Spa=152, S¢»

5o} }s
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S.=1cg=(0.777, 0.711), ¢;=(0.392, 0.726), ¢, =(0.482,
0.213)}.

1543 3] inter val=0.384, intra_val=0.497. i
ConditionA Al ConditionB [AJi %7 (B8 11, 12 47), &
B K=3 I ) SRR B4, DR U O B A B SO R AT
K=4 W% (BB 13 47). [R5

Sp:{SpOZ{Sb 52, S} Splz{S39 S5, 57, S8}, szz{SO» S4}s
Sp3=1s9}}s

S.={co=(0.641, 0301, ¢,~(0.446,0.721), ¢,~(0.864,
0.820), c5=(0.298, 0.238)}. ‘

RGECE i1’1ter_va1=0.349t intra_val=0.389. T
ConditionA VRS, #el] K=4 I i A MR I A T
K=3 I TR, BB A B, RKTER.
2% BRI A I 155 L 9 BN TR R OR B — AN FE AR, DR Ut
2 BR B AT S

Wi %20 %1, DynamicClustering B8 HUE R 11 H &
B KHI#AE 1 H BaseClustering PR (GF 6 17). 1E#x
W (I LT, B TR R AR B — MR, LG B[R] 52
A I B e IR, T B R BRSNS R R
O(6 Kmn), K IL IR B 18] 2 2% B O(@6 Kmn®).

2.2.3  AdjustCluster

(EIRRTEIRT, T e SR A 1Y) 5 13 R AR S )
HI4r BB, %11 T AdjustCluster I%lﬁl.\ ZEREIRFE N
2 A8 (1) MR, R O B T
B Tyig E"J’]‘iﬂ%%%;'(z) BOE A RN L. B
DAL D R SR L AN AR, BE D ARG an ik 3.

A7 §. AdjustCluster(S,, Sy, Tyis))

HIN: (S S T, Se RERFRAUOAR, S, RIEFEAIE, Ty RERHFAT
it (S S,). S, BB, S, RERHAL

1: do

2: for ¢c;in S, do

3: for S, in S, do

4: for s in §,; do

5: if dist(s, c;)>Ty;i then
6: Spic—Spi—s
7: end if

8: end for

9: end for

10: end for

11: recalculate S,

12: while S, change

13: return S, S,

$24: DynamicClustering BRI %)% H 45 SR AL
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AdjustCluster FREI AT I FE. RIX Ty 79 0.2, T4
DVREDES 5 2 747, X S, #1.S, kRt 515 2:

dist(sg, cg)=0.195<T s, Spo TREH so

dist(s, cg)=0.210>T g, S0 FEBR s,

dist(s4, ¢0)=0.213>T g1, Spo FEBR 54

dist(ss, cg)=0.172<Tyq;, Syo TREH s5

dist(s3, ¢,)=0.101<Tyyg,, S, TRE s3

dist(s, €,)=0.213> Ty, S0 FEBR 57

dist(sg, €1)=0.159<T g, S,1 TREH sg

dist(s,, ¢2)=0.106<T s, S,p TR s,

dist(sg, €2)=0.197<T g, Spo TREH 56

dist(sy, ¢2)=0.186<T gy, Spo TREH 59

A

Sp:{SpOZ{SO’ S5}, Spl:{s3ﬂ Sg}s szz{sza 56559} 5

S.={cy=(0.789, 0.710), ¢;=(0.366,0.623), e5=(0.482,
0.213)}. g ‘

T S, KA SPHITIER (8 1217) , I
g

dist(sy, c9)=0.1835<Ty, S,0 TREH 59

dist(ss, co)=0.1835<T i, Spo IRFH 55

dist(s3, ¢;)=0.0801<Ty, S, TREH 53

dist(sg, ¢1)=0.0801<Tyg, S,1 TRE s5

dist(sy, ¢;)=0.1058<T g, Spo TR 5,

dist(sg, ¢2)=0.1967<T s, Spp TRE 56

dist(s, ¢2)=0.1859<Ty, S0 TREH 59

dist(s, ¢2)=0.1859<T g, S,p T FH 59

MELRIN, A PERBEA R, B S, TREF

A, WEEBRAE SR, B TR RBROHEAGTIR, Bk,

2 R B S . 7

AdjustCluster B ¥[34 (5 Jg dist (55 5 7). B
BREARN N n, IR KON K, ERREy, o %L
[ ) 52 4% 2 9 Oy Kimn).

A EER T 3 A RBORSEI TL-IDA 5k,
T/, BaseClustering PR £ SE I i AR (1) T K Th e, H
X, DynamicClustering R 20 i 58 /7% (8] 1) 73 &5 B2 AR
J TR) R 1R R e 7 A ok A T SR SR B 1545 1, BT
TR ETRIN KBRS i 5, AdjustCluster %L
H TIERRIDGIFEA, 545 5B M4 R T4, X b 3 A
BRI B B 1) A2 23% 55 T 01, TL-IDA B335 i 2 (I 1) 42 2%
FEN O(6Kmn®), BH BB T, FEAK n i K+ R HEA
KK RO T 4EBE m, RIUE TL-IDA 59 (I 1) & 2% B

N O®n®) .
2.3 FiEXTEE

AR SCTTVE R DT 52 o e A H &, X
Cabrera 2 N\ Lee 2 N FoRiEHSE N X R 504
FHREAZIAT AT I 79%, ARSI RGBS /.
FI, 55 Ryan 2 AU 3T AT 4028 90 44 (9N (24
TEXS G, RSO VEAEAR KL L4858 1 YIIZRid (], 5
AL YIH K Sequeira 25 N X B, TL-IDA #ik
(RIS ) 32 2% 5 R O(n”) 425, 1 A AR A ST B[R] 2 2%
3 O(n") 4., TL-IDA S5 AT IR [ 52 2% FE. 22 2
VRN LT RS HAS sk AR R T
&wi%,‘

‘ £ SIREABRIT R

SCHiR ARy =F Y [N LoRilpoEd
A ENAEK o(r) 5 BEH &
(7] B — LSS RYHH TS
[8] AUEREN — K R T
[9] e 5 o@r) —f AGAM T
[10] ATHZM% — RE HIERE
[15] BIESY S o@’) — BIEHE

HI T SCHR [7,8,10] A 4 H RIS ) 52 2% P8 (1) 4
T, I HAZ SR ) 2% BEHR TR () 2 2] A, ik
RK/NEFE SR, TR TR 3SR [7,8,10] FISE
VAN R 5 2 P2 (ELS T o, A VI ZRAE 0 AR R A 1
LR, SOk [7.8,10] B EE IR TS K.
3 WEhE AR

E AR TR AR, EEREd A T
JEB I B T HAS TR A AT 75 7= A i S T EL
1, BRIk S 30S m R IR . AR T — R 3)
A, BT AR S AR A R A E X
T— KN 0 (n>1) B8 O, SRR KN 1 RIERE
RT3, 248 9 Bm AN BB b 5% 5 81 (m<n),
WP = A T . B2 JBRT n R 5, m A 3 B D)
A RNE R AR 7
3.1 BHMIERR

B Sl Y B 0 0 T DA R e i R
BB B TL-IDA Hig6t B A1 dy 4 5 51 (1111 51 %
A Py, TBILBANT-ir & 7 51 W 75 7= A R 1 TR
H Ryin=Preg, ML FTE BN & A HNE R 2 R i0=
D CiProg (1-Pop)™ MEIRA N A 5 5 751, H
Pq=0.7, n=7, m=4 I, RN L& X7 715, R;,=0.7,
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Ryin=0.874 1, Ry <R.in, K LA FHIE B E 1AL 1R
2R B, B RE AT

SR J UE BH I 30 T 1009092 0T DA A BRI SRV iR
2 AR TL-IDA B0 ATy & 5 51 iR 4R
N Py, BT BT 2 7 BRI W2 15 7 A e R R
R Rn=Pr,, TSN E T BV R IR Ryi,=
Zf:m CLPg (1-Pg)"™" . 22 ik N 42 IE % 751, H.
P,=0.4, n=7, m=4 b}, RN _EIR K F 715, R,=0.4, Ryip=
0.2897, Ryin>Ryin, KIIAT FHE 2 T 11240 J103% B 1R 4 %
A, SRR LT

Tl s[5 IS S,

Windowl S, B S: RS, S FE A0 2, BEAR A o 5
window2 [ S, [0 S: [ S, S FFAAECN 2, SRR oS
Window3 S, [l .| S: B 5% FESUANEON 2, Mok A1 Do S
Windowd4 [EY S, [ S, [ 5 R AUAKOCH 3, Btk kI A S
Windows  S,| S, [N S 53 AN 2, SRR oS

B2 nys,my3 RonEsle HA R LA
3.2 AEMBEOFRERT

iR 3 AN A KA B E DA, %
se FIWr AT a2 P51 s 58 T AR AL,

HFREAX T

1, dist(s,c) < Tist

FI(S,C):{ O, diSl(S,C)>Tdist (1) ‘

Hr, e ARBERIH L. ZAXFE, %ﬂ%?ﬁé‘?ﬂ
s 5EBERH O ¢ E‘JEE%VJ\?,&%% Taise, WiZTH)E
F o ARZHBHE, WO, 119 1, T8 0.
H17RQ) )G, /TS H B BT 2T
TERAY RS R, AW AR
1, Zi’;Fl(s,ci) <1
Fa(s) = - @
0, Zl_lel(s,ci) >1
Horp, K R RY I SN 1% R B0 FH 5 (1) R kH)
Wr s 27 JE T A REH Zm= () WE, Wk s BT
NERIR, 1ZRIMERTEET 1, Fy(s)=0, W s HIEH
FPA. IRZ, 2 Fy(s)=1 I, KW s A& TARAT A%, W
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s NAEFH.
e, @t (2) , AT LA B B O R A
X, ZARKEWT:
1, Z:l:le(si) >m
F3(Sy) = . A)
0, Zi:l Fa(si) <m
H, s, #onid Zn T 2P, A E, X T
W Zn AT A A, AR KAE X (2) RS 4
FPHRE S, Bait s, EP%M%@X;J 1 (7 545
MBI 2 n AT P A, A m A B, L5 3
b S, WAE PR TS
\ZIK/J\%ﬁéHT%%fdJ%“Dﬁéﬂ%ﬂ?ﬁﬁ@ﬂ@iﬁ@, I
PLGTEF BN 3 AR B2, F) AW T4
FEHR R 8 T RARE, 6 M R 1% 755 %
RO IIEE B R NT Ty G, F, 7€ F) 3R E
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