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Zero Watermarking Algorithm Based on Multiple Features and Chaotic Encryption

ZHOU Shou-Quan, XIAN Wen-Wen, SHI Hui
(School of Computer and Information Technology, Liaoning Normal University, Dalian 116029, China)

Abstract: Given the poor robustness and low security of traditional watermark-based copyright%prdtection of digital
images, a zero watermarking algorithm based on multiple features and chaotic“ encryption isproposed to improve the
differentiability of the zero watermarks of different images. Specifically, global and local perspectives are utilized to
extract the five-dimensional features of the image, including its meaﬁ:feature, variance feature, skewness feature, kurtosis
feature, and histogram of oriented gradients (HOG) feature. Then,A the watermarked image is encrypted by the proposed
block scrambling method based on chaotic mapping. Finally, zero watermarking information is constructed with the
multiple features extracted and the serambled watermarks. The copyright authentication process starts by extracting the
multiple features. Then, the er;crypted watermarks are obtained according to the zero watermarking information and
decrypted, thereby achieving copyright authentication. The experimental results show that the proposed method has high
efficiency, high security, and strong anti-attack capability. Integrating various properties of the digital image as the
features, the proposed zero watermarking algorithm based on multiple features and chaotic encryption is stable and more
robust. In addition, the proposed block scrambling method based on chaotic mapping improves the security of the
watermarked images. The proposed algorithm and method effectively solve the problems of the poor robustness and low
security of image watermarks.

Key words: zero watermarking; multiple features; chaotic encryption; copyright protection; robustness; feature fusion

O HEETH: LT AR R4S (L19BTQO01)
WA R ] : 2022-04-03; 45 B [H]: 2022-05-09; 5K FH I [A]: 2022-05-28; csa 7E4R H AR H]: 2022-07-28

Software TechniquesAlgorithm X AFH AR 7% 147

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/8853.html
http://www.c-s-a.org.cn/1003-3254/8853.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.008853
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20224F 55313 5123

B TR 1 2, M R A T 4 5 9
R EL A (. SATT, 0 IBE F7 45 A1 3K (R 1 7
B, UL SR T MR R 4 A B L B K BT A
G LR AR A PO B A S RE AR T 12 Dk, M
F 1A OB B R A1 FE, M UG OK BB A A
—Sf5 2 s 510 I 0 A U 9 S B
FEHGUK ER, 120K VR e B F v 15 8 W 1 77
FE AN 7 . 575 — K S E A B s R 1R
5 Sk R 3K BN, BB P20 B R e i K
B .

FLE 2003 4F, FoK BN b 1Y, 33 2 A
PP PSR 0 R G 44936 T DA — 35050 07K B, £ 7K B
Fl B N o T e S B8 0 PR FE A 15 2, R
U 00 325 . DR A5 P 57K 1 T L i 5
K Ry 2 R 8 1 2.1 53 3 Ak 1 5
R — A FE 1. g 9

¥
W

1 AHSR AR

TR BN R S BAE T RpAE SR X, H AT K ED
BAFERRIOTERFr RELT 3 3K 58 1 K f Tl
FA RS AR vt S BRI AR R RAE, i is 5 (polar
harmonic transform, PHT)™ . U 7554 1% 18 B H-46
(quaternion polar harmonic Fourier moment, QPHFM)"!|
VU #4217 43 41 Charlier 4F (quaternion radial fractional
Charlier moment, QRFrCM)*l. /INEF #4845 e (decimal-
order polar harmonic transform, DoPHT)™! 2%, 1% 5 %

L% e R BRI (0 PR, e PR 0 B AR 1 2

{5 7 BRI I R e Ok 2R R 3G BB AE, 26 2 3R

ST HE T AR MR AR, {8 B AR 6 (Fourier transform,
FT)), Gabor 45#t. PR AW A (SIFT)™,
i EZhHLAEH (cellular automata transform, cAT, R
FE AN AR IR AR (Shiwft invariant shearlet transform,
SIST) AR NP R FE R AL e B4 (contourlet
transform, CT)""', XU & /N 254245 (dual-tree complex
wavelet transform, DTCWT)!"!" 25 %5 3 2R 276 XK 15
BEAT — & AL B2 J5 15 3] — &6 70 A8 € 1) R 4, BTy
Z EAERIE 9 BRI BARRHE, Wik ix s R 8047
A FAE 4R (singular value decomposition, SVD). 251
5% 48 ¥ (discrete cosine transform, DCT)%5 40 #E 7 vk
2 JE FEEH AR E 1 R 2O BB R RFAIE.

He 2 A"V FIH DWT (= S0 AR A5U4s f g2 il 7

148 4 AR H % Software TechniquesAlgorithm

PUESRK EVENE, 2805 B B i, Wei 22 A1)
et 72T DCT Ml DFT /KRG, ZE LR A K
UFHIRNRE ST, Sun S8 AU 3R T — R LT NSST Al
DCT &8 /K ENEE, ZE R K5 R AE
AR AEAE B EAT S B A R M 1 K B, 1R B
PR, Amiri 2 AU HH T — A3 F NSCT-SVD f)
BHeTKENVHEEE, X HEFI H PSO-GA-AT SREEHURHIE
P K, AR A REEGRE wu A 37
H T — AR T X HeE AT NSCT-S VD 1 #8412 7K F A
SR R B e

3 F K B AT R BURFIE B AT — 52 [ A 1,
L2 7E R Bk OO, 9% R 9 MR B I b %
5 EMR AL LA e b, 7T R 2 Hh IR AR 1 i e e
A, B sz Yoy EAR 1) oK B R G R R K B X
S LI, FEER R Z A I EGRIR 8 C 2 R
MR KA.

REFHA A EUR K BN AT X o 1. AR T
— DX o3 T v R SR SR S, AR A R ok
Xt B B K P A, SR 42 IRURE A RRAE B2 LB A,
PR UG AN E B oy B, 70 il B E G R 1| 4RI (E Fr
fEs 2 EUE(EARIE. 3 4507 ZHFIE. 4 4ERASFRE, 1%
L JR3 30 R E B LI S AL, o K P R A B, HR
5 4 HOG HRFAIE, 455 55 T VR i mie S 1 ke 8 oL 3 B0,
B A K EME 1, Eﬂﬂi&ﬁ?ﬁﬁyy\ﬁ, wE 1 .
TS 25 AR, 2 R A R N AN Y v
U3 T AR R .

R =

2 ZHRFESEHL

R A TH 15 B R IR AIE 1) B, AAAS [R) AR B
GREATRAE ) S B B, MREAR (1) £ 2 2 BB ) 301
FRAE. 7 ZREE . IMASRE. Ve FERHE, M58 A B
HOG F#1iE, T 5 4ERFAE, LU IE KBS S
2.1 EEAEEBTR

RBEEAREG T RSN mxn, KEDEEW RS A
pxp. WEUE 1T EARESN 8x8 ik, CrBR &N
SrE e 2 Bros.
22 1B E—3E

T B w2 SN

1
@=M;qm (1)

Horh, Nie = 1L0m/8)x (n/8)], Ci(d) ]y 53 e rh IR 3 K HY

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 H 1231

http://www.c-s-a.org.cn

i EN RSN

{1, B AR BB 2 R A S R R 5, BN R - .
B S R 3 5, 68 T4 ek KI5 4T DR = 210 @
JHIE R R 7 G B 44 o, 1G5 B 1R 2 A .
e B A 5% 22 D (k) T e () (R AE 1 B B
Dy(k) = Xg—1 — Xk (2) 1, Dik)>X
Bx(k>={ _ @)
BAEEGHIER N 0. Dilb<X
» 1 4EFIE
»2 YERFAE
DI gi%‘ﬂigﬁ VB AT 5
%ﬁi“ BEA
A ] — R
Her A% K% EIG R B4 B P 3 YEREE
@& TR ASRAE
Al - » 4 e
LFEZ >52&%ﬁ_m_
RRARHEE .
“Q sy R 1 4 @
A or-
A A @K fHis
JRABNIE
B TSR ERE LS TS
P e s tiG e | L
..... Sp— %(1(0—502 )
B0 BE 782 . mxn=1
HENEVAEE 2 srreseais
L R T | I, Dsk)>0
IPEAKEEE nw={ ®
/ 0, Dstk)<o
. — ... 24 3 HERFIE—RS
T LU | R el S X
B2 R 1M _,
— N (ci-X
23 2AHE— PR o Mgy 0 o
GBI T 25, 5E RN ‘ 1 i n
Com Nﬁ (-3
6k=m;(ck<z)—ﬁoz 6) - " =1
o Yo B (RS 5% 2D, :
Yo B 7 2 TR 2 Ds DA = 51— 10
Ds(k) = St — 61 ©6) ARG i sh:

Software TechniquesAlgorithm # 45 R 5132 149

© MERSEBIKERST

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20224F 55313 5123

mXxn

1 N
anZlum—X)
s= = (11)

3
1 mxn ) _ 9
N — ;um—X)
A I IR HEE 1R B

1, Dy(k)>s
0, Dk <s

B.() = { (12)

25 4 HHFE—RTS
AN FE oy 1 LR
1 il NN
MZ(Ck(t)—X)
wp = —= 3 (13)
{Nik;(cka)—foz

ek B g L (1R 2Dy, Y

)

Dyy(k) = wi—1 — wi (14)
ARG Ew)y:
1 mxn ) 4
— Z} (1) ~%)
w= = (15)

1 mxn 2

. 2
[m DUuh-%

i=1
B B VAR RFAE 7 5 B, 9

5 (- 1, Dyk)>w 6
‘”()_{ 0, Dyk)<w (16)
2.6 5HEHF— HOG 454

HOG FFE 2 BUR T G vt BB R 3 DX A 1

1 77 1) 177 PR 75 B MR AHAIE, Vb IR T 48 g:
S o G b A 2R AR i 1 FEvHs 158
KN A ax alficell BT HE, R AR ] fcell 878 H¢
F T 7 T, n el 88 G A 4L — A K 1 T B 10
block -, ¥ 2H B frblock B (146 B B U7 AT 15— fL Ak
5 IEHOGHS . %500 — i H A R A 42
HUBE:, 70 BRI R B cell B T8 K4 347 41, HOG % 8]
18 T LART 17028 RG22 O T8 R A T IO AR
S F Gamma J5 1F 3% R4 AT 10 . 25 ) A — .7
FELG, G, j) I EMRG H 1% 2 5 (0 % (. Gamma FE
G AT
G, j) = 1(, j5emm (17)

150 A4 AR 5% Software TechniquesAlgorithm

He Gamma=05,1<i<n 1<j<n
FR 5 7K~ 1) B8 B 7 e PR R, ] 45 7K CSF e
1157 B gradx F1% B 7> B Wgrady -

Gii ... G
gradx=| R Y I BV O BN ()
Gu o+ G
Gii ... G 1
grady = . *[ 0 ‘ (19)
G = G | L]

Hr, « %ﬁ%fr/ﬁ‘ﬁz%ﬁﬁ‘ -
1%1%%3%(7@?73@ (A BEAEL g G, ) R 8 LT 1)
FIBRIEE B 1y G, )
ux(i, j) = gradx(i+ 1, j) —gradx(i-1, j) (20)
Hy(i, j) = grady(i, j+ 1) —grady(i,j—1)  (21)
He1<isn, 1<j<n
RHE (21) 2 (22) AIHE R AU BEAE A
FET7 IR109:

i ) = s ) + iy )2 (22)

(i j))

23
Hy (i, J) @)

6(i, j) = tan”! (

Hp 1<igsn, 1<j<n.

P BUHR 53 WA TAS K/ A x aifeell 576, 5%
mbin [f] B 77 B Gt i cell H OGS HIRE E (5 ., Bl cell #
I E@fféﬁﬁj{ﬁﬁ"sﬁo%j\ﬁﬁm/l\ﬁmﬁﬁi, BANMEE A
RIS /I 15 52 AL AL, R 31 Bl e b 5 bim 0 5
1A Bl % cell BT K B FEE 07 160 7 [, 4 — AN By
B L m 4 () REAE 9] & Wa =6, m=9, J6x6Hcell
FATTHRE IR 77 131360° 43 BN 77 T3 LB, 7 [va 5 el B
43 9l 92 [0°,20°], (20°,40°], (40°, 60°], (60°,80°], (140°,
160°1, (160°,180°1, W1 3 fizn. MR Z ri(1,1) MIBRE
TE B FE 7 1 u(1,1) = 2, 6(1,1) = 25°KF, (&K s5.(1,1)
[ 77 1) 86 B J&8 T (20°,40°], TR K28 2 /Nbin Y £ E D
u(1,1). ARYE BRI, 1%6 x 6/cell BT HE A il — A
O Yk RIRFAIE 1] B LT .

NT RGN ML GG R 5, g5/ R S
T A, K 4 Deell Tk 4L & — AN KR
2a x 2alfblock k. iX$bblock Bt H. A5 B 5, A4 cell #T
R FRIRFAE 23 DLAS 8] 1) 25 SR 22 U0t ILAE B¢ s PR RRALE [ B
w4 Bs.

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 55 121

http://www.c-s-a.org.cn

i H AR SN A

Yd z, B
20°-40°, z, Ht
Zy He - Z B
X
Z ﬁ% \ Zy ﬁ%
200°-220°, z, Ht

3 cell BITHEERE AT

Block 1

=

Block 2

e

]

K4 Block HHurEA

X} Ablock B dm 4k B REAE ) & 347 3 — 4 b
AR — AN 2 SRR R B A A D — N A,
RV HOGHFAE. % 5 XTHOG $#AiF [ & i3 4T 7] WAL 15 31
2 YERFEA . Wik 5 B,

5 HOG $HEIR) 2 4EFRAE F) &=
Xt iz F HOG $5 11E $2 BY 5945 2 1) 2 4ERRAE ) &=
Brog 3478 x 81t Ak, A Rl B A AR R B S RRAE 7] &
Buoc' (i, j):

Buog' (i, j) =max{Buoc(8i—7,8j=7),---,
Brog(8i + 56,8 +56)} (24)
Hrh,1<i<|m/8],1<j<|n/8).
73 21 J5 FAFALE A0 B Brogx (B 4 J7r), K15 2 1 =)
HRFAE 7] £ Bog. W4 — 3 440 Brog. -

19
Bnog: =

2.7 SHESEERR

BHOGX > 128
0, Bpog: <128

(25)

HE A5 2 (4 BT A AL [7] 42 I e AR 3 JR) 8 PP
BEAT AL, AR SRR R B

Bsz(k), 1<o<n/8
Bs(k), n/8<o<n/4
B(o)={ B,k), n/4<o<3n/8 (26)
B,(k), 3n/8<o<n/2
BuoGx, 0>n/2

5

3. KNS

ARSCEEH T — MR R B AL
%, HIKED BUR 73 AN B S -3, F35E T IR i A A%
FAEH T A, B AR AR EH 58 i UG B o7 B B L.

3.1 HEpURAEARENLE

R RS RARE — R AR B I R
g, BITEf e HE R g, AR 7R BEAL AL A2 3.
Horb Logisic WU N H A 72, & XAA:

X1 = (1 = xg) (27)
H, 0<u<4FAD S HL, M € (0,1)H3.56994 <
u < 4iF, Logisic MG ARHUIRES, nT A l—BUA PRK

BRI \
fRHE R (29) A EL AL | |
&z{a

3.2 '\gﬂliﬁiﬁﬂ%%‘fﬁ@ikﬁﬁﬁii
" Step 1. ZKENEG 45 B

¥ mxn FIKENEE S AAEZR) 16 SRR, A
KU KN miaxn/a. g RE— Kt —2 50 A
HEH) 16 NN, NS 9 mi16xn/16.

Step 2. KRR KELN 16 N/ NBRSE 7 B B L.

HAEK KNG - NDNETINT RS 1, 2,
3,16, FARYEAE BRI FBEAR AT AL B B &L, &AM
HIE 1 NMLE R 0 (R=0), MPKEE 1 ANEGHUR A E
FAIsA N, 28 1 (R=1), WS 1A EUE B A
B 7 5 f 2o .

PLILSEHE, M2, N B2 BT, ¥4
KELHF) 16 A /NP B BRI 532, RIEFLEHR,, i3
IThrE E L.

Kl 6 L—H %A, s T BAARETRLSHE. B 7

Xi > 0.5

x<0.5 (28)

Software TechniquesAlgorithm X fFHi A F%: 151

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

HEI RSN H http://www.c-s-a.org.cn 20224 H531 % 5 121

2 LA Baboon EE NI, 45t T 7 R E AL Z5 R

Step 3. Khr B B L.

X R PUAL MR R, AT B B AL, BB E LS
EIME M. B 8 &R E LIS .

MEHmS 1 23 45678910 11 12 13 14 15 16
SR 0 10100 1111 0 0 0 I 0 0
15 1
H2m 2 1
%35 2 13
8§ Mok B %'
\" . LA
fEFS 14 10 9 8 7 42 1 3 5 6 11 12 13 15 16 \\,:
+ N N
6 FEgAE B ,h%ﬂéﬁﬂ"@uﬁ—'ﬁﬁvﬂﬂ

LU a1 TKEMER S
Step 1. ¥558 3 AR IKINELJG 2 ek EE B4
B 14— IS
Step 2. 44 2 13 B UGB E I B 55 4%
B s T ENE R Z

4 k= /4 Z=B®S (29)
W . 42 TKEVEBHRN
e PERRBUATERLAR 1, B R AR A, T8 252K
A NI B0 8, A BN 5K E; 5w SUAT A BT 5
i, ‘ SR BRI 033 78 T K BT R 03 72,
B7 S UE LR E 9 R, BAKIIR, e \\
) s > .
PR — e
BE
»2 AERFIE

T B >3 HERFE

>4 HERFAE

»5 é’ﬁﬁﬁgm_

HRIRER

@K 2 Yl

s K En KEN

KO T R AN E RL A 2K B AR K B A 1

152 B A4 AR F% Software TechniquesAlgorithm

© PEBSERRENTT  hupdiwww.e-s-a.org.en


http://www.c-s-a.org.cn

20224F #5314 H 121

http://www.c-s-a.org.cn

i EN RSN

Step 1. A5 HOBGAE 507 MG K AL

Step 2. %M 2.1 157 B0 IR BUR AT H S5
P AE S5 FEARTEEE 2.2-2.6 7 2D IRAE A
B 2 SERFAIE 7] &

Step 3. K13 2| [ 2 HEARFAE 42 HEL phy 8 44 20 J3 35 1) it
AT A, 153 EUR I RHE R & B.

Step 4. Iz HFHIE M & B 5F/KEMEE Z #4778
3B N e /K BN O 1 4k — 37 51S

S =BaZ

Step 5. ¥ 1 4 @kl Fp 41IS e 4 h —(E IR,

Step 6. £ HH % Hkey’, WIATARYEEE 3 5 AP IR
13207 B B ELEA, KK ETER 73 AN & 1) 16 >4y
P, MR B LA Step 5 HIK Eﬂf%iﬂ‘ﬁﬁﬁﬁﬁ?

(30)

(AT L K ETE AR B bk EIw . -

5 WA Ny !
S0 SREMIER, L

AT SIPT HEHERE LT, 7 Windows 10
A1 Python 3.7 ¥ & T L5, W80 25 R 5 A Fik
BT HERE LU 0T, 3 — AR B A SCR R R PR LT, %2
s PG RE TR, FERUBLR A 7 T B A B P 3.

SIPI #i#s e v AT H A . RE. &I 75
4 %, 3L 306 K EUE. FAE T HEEGRAAF RN, 5
U1 256x256+ 512x512 B8] 1024x1024.

AL LA AR # A R KN R 256%256 bR HE K FE
EHRBEAT BB, i 10 B (B 08 32 IR, 72 A
N 6 MEEMR). N T T EKEN SR I PERE, ) SE I H
(17K EP MR 5 46 7K B R 2 18] ) — mfﬁaé,?;ﬁmc
EAE RV B FE AR

(b) Woman

(a) Cameraman (c) Woman2

(d) Woman3

(e) Lena

K10 sese ARG

(f) Baboon

S |

NCW,W’) =

Z; ngzl [W (i, ) x W’ (i, )]
\/ P Zil Wi ] \/ > Zil WG]

€2))

5.2 EKFHES BEBFHEXEL
FEZ K ETR I R o, AR SR U S, A SORI

DHPEBESRERGREME. TTE. WA, EERK
FORMIGEHT 4 4ERFAE, M58 5 4 HOG RHE N B 48 F

T IR BEUASE. B 1P 14 5 T Lena (R
M. 7% . divds. W EE RO REAE S5 S AR,

S b AT O AR 55, AL 0 0 K
/J\ HAAC TR (R R IR 10°F 8. 07T 1, 4
TR T 5 50 BT ELAT BB 101X 41, 47 B TG
LI

175 mm Block feature
mm General feature
i ] L L 1]
i I||| .|||||||
. 125
K 100 |
@
)_H
E 75 L
i
50
25 +
0
0 10 20 30 if) \ 50 60
éz\ﬂ% E 4
E 1 \ﬁeﬁé'ﬁ%ﬁ:gm
\ -

g " mm Block feature
7 2500 | mm General feature
L 200 | | ,
E 1500 |

<]
£ 1000 |
500 F
0

0 10 20 30 40 50 60
T3 BRI 5

K12 B AE S BRI — T =

5.3 HHEREM ST

P45 32 21 Xy J $ BRI 7T 15 DR 45 A 52 A2 4 B
EVNCIC AP ICAINPS i RVSIIER NN ek
i Al 5 B S U AR AE, BL JPEG i v, I 15—

Software TechniquesAlgorithm #fFHi AR« F% 153

© MEREEBIK T

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

20224F 53145 121

18 735l %5 T Lena MG AE Tt fi AR AN ] He 4
Pl Bty i R B 1, B B AR AR AR T A i
g, HARBR AR A RRAEAE AR/, dr e mT L, it
I AL ) A AN, BRI, AS ST H AR AR 32 B
ERA R MR E

e I|'I| ||| IIIl|1'|||'|||||'ll

||”I ‘||||||

| mm Block feature
mm General feature

LN 2PN

0 10 20 30 40 50 60
YRS >

\ )
13 S SRR b

\

R

mm Block feature
60 000 mm General feature

50000 r
40000

30000 r

FFEA R

20000

10000

0 10 20 30 40 50 60
T PR LG S

&l 14 BURFIES SRR B ——e 2

6 000

5000 t

4000

3000

ESRIRI=PNAN

2000

1000 | % —

ol “‘_ - : . i

0 200 400 600 800 1000
RFAIE A

K15 Lena BUEEHMERA K
54 BHEMSH

K B 02 T A PR 10 4 B, 55

154 A4 AR 5% Software TechniquesAlgorithm

06 BG5BT DG . AN [RD D D 2 P8 A i) 22
KOS S MZ 2R ZRN. R 1AHT 6 kARME
46 EUG A B KBNS 5 Z R 1 AH 5% R NC {3, i
F 1A, 6 TRANFE A6 R A B KBS 5 2 57
BUR, Ho NC S KB AR /AME 73999 0.678 8 A1 0.090 7.
BRI i, AN (7] G 2 18] Fr 227K B A 2 2 TB) ] X 43 1
By

6 000

5000 |
4000 |
3000 |

2000

T

1000 | % —

0t “‘_.'- . . L

0 200 400 600 800 1000
AL A

Kl 16 JPEG (JE4 T 80) FriER A A

6000

5000

4000 r

3000

FFAEE KA

2000

1000 | —
\ ‘ i

0 F lil‘lh'.._

-

. 0 200 400 600 800 1000
RFAIE KT

Bl 17 JPEG (FR4HH T 70) FAE i

6 000

5000

4000

3000

FAAEE RN

2000

1000 | % —

0+ “.'.'-_

0 200 400 600 800 1 000
LA

Kl 18 JPEG (R4 T 60) FriER A B

© ERSEBIK T

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 55 121

http://www.c-s-a.org.cn

i H AR SN A

K1 AFEBIEKER NC XL

B4 Baboon Cameraman Lena Woman Woman2 Woman3

Baboon 1.0000  0.1278 0.1104 0.1010 0.0907 0.1322
Cameraman 0.1278  1.0000 0.6788 0.5175 0.6490 0.5605
Lena 0.1104  0.6788 1.0000 0.4779 0.5627 0.6314
Woman 0.1010 05175  0.4779 1.0000 0.6068 0.5446
Woman2 0.0907 0.6490 0.5627 0.6068 1.0000 0.6286
Woman3 0.1322  0.5605 0.6068 0.5446 0.6286 1.0000
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F 2 0[N, AREVELEYEGNIEN . IR g e
e i T (738 NC B 537 ik 0.997 4. 0.984 2.
0.987 5 #10.997 4, izt i T Fo Al SR, = B B T,
AREVEHF) NC {E N 0.984 7, 378 T 3C#k [13,18-20],
{HBE KT 3CHR [21]; JPEG 46 50 T, AF LN
NC {E 5374 0.963 0, BEAK T 3CHR [13,19,20], {Hz T
SCHR [18,21]; LM A B T, ARVEM ) NC A
N 0.970 4, WS T 3CHk [20] 19 0.978 4, {HE = T X
Bk [13,18,19,21]. 45 L, ztiﬁ?i&ﬂ’ﬁ] 2ty 2 T H NC
SR SCRRA EL, 22 IR ST Gt B A AR 9 2 AL

‘ -
0.980 h =
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FRF LRI EEAR, T 0 A1 1 22 18], BER #5350, 7K ED
R R, e (IR

i Z Wr(i, oW, j)

i=1 j=1
BER = (32)
mXxn

Forr, WrG, j) A1 WG, j) 53 2R s Bk J5 52 UK B AT 5
H/KENIIE R, @ Ron T BUERAME, m x ni2 /K EII R/,
T3 T ARRIL S HAN RS R R Mok T R
K EN 5 TR G K B S R R 2 A L. iR 3
AT, S Bl R, AR SRS AN 0.025 1, %
BT oA SR S21 72, 3R B A S v A e R T
5 E e BRI N, ARSI BER 4 0.0082, A0S T
SRR [21], S A& T SCHR [7,8,22,23]; TEBEAT 48 i Al
e Bt R, ASCHREUK B T K B2 (8] R AL 26 75
54 0.0203 F1 0.057 4, i T SCHk [7,21-23], AN HE &
T 3CHR [8]; fEHHAT JPEG R4 BUi ), A SCHEHUKEN Y
UK EN 2 I 0 0.0264, SEIE T 3CHk [7,8,22,23],
AL 725 SR (2178 (EREAT P LI CRFERT 1 3x3)

Brdit, AR SCHEBUK B /K B 2 [ 1R 2 0.0174,
T T 3THR [7,21,23] , W& = T 5CHR [8,22]; FEBEAT HE
JEWE CRAETE 111 9%9) Brdi iy, A SCHEHUK B 5 5K
BN 2 [A) AR S 2 0.022 3, 3@ ik T30k [7,8,22,23], 1%
W w T SOk [21]; TEREAT S(E DEP BT B, A SCHREUK
N5 JF 7K B2 8] (RS2 A 0.0302, T 3Ciik [7,8,21],
Hmg T SOk [22,23]. 5 5, SHISE SR AR LG, A
FORER R B 2 T AR R AR, R WAL
SR EHRAZA.

1.02
1.00 +

098 ™~
0.96
0.94 |
092 |
0.90 |

0.88

NCTE

0 2 4 6 8 10 12
K& gm 5

Kl 25 AEBEGSER (0.5) Bidi F NC {l 5045

®2 OARFIESHANTKENS L NC (H LR

Yok S FEHUKED AL SCHR[13] SCHA[18] SCHR[19] SCHR[20] ICHR[21]
HEGNIE B 9x9 0.9974 0.9901 0.8265 0.9781 0.9898 0.9496
\
\
R RLIERT73)) 9x9 0.9842 0.8571 0.8062 0.9652 09839 0.9496
%
I\
T T 3x3 0.9874 0.9821 70.8423 0.9075 0.9374 0.9963
JPEG/E 4 10 0.9630 0.9908 0.8300 0.9876 0.9820 0.9562
1o U g e 0.1 0.9875 0.8529 0.7072 0.9432 0.9667 0.9241
LGN 0.1 0.9704 0.9392 0.7613 0.9691 0.9784 0.9556
e Wt 5° 0.9974 0.9958 0.9457 0.9967 0.9630 0.9458
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i H AR SN A

5.6 BYEIEZE ST

B & R BRI A e, K BB A Ak B g
DR B B A I TR B 2% R T K BV R AE S
B 2T o Y — ST R AR . AT 1K ETHRN (F2K
B A= ) AR (F2 7K EVSLIN) P 7 O AL BRI T, AR S 56

7 8 % 16 £F2 1) 3.40 GHz ff) CPU 47,32 GB !
7. R 4G H T ARE S H AL KBNS ] 5 %
JE. B3R 4 AT, ASCH FTR HE I K B LG SRR [20]
WA, H B SR SCHR [4,19,21,22,24-26], XK T A
SRLRAE AT Y 1) 7 T B8 A A 34

R3 AFEE AT RENRRT RS AR [ L

Wit ZH AL SCHR[7] SCHR[B] XHR[21] XHik[22] SCHR[23]
TR 3x3 0.0082 0.2734 0.0114 0.0020 0.0125 0.0176
ST it 0.5 0.0203 0.0415 0.0084 0.0270 0.0301 0.0535
JPEGE 45 30 0.0264 0.3633 0.2232 0.0039 0.0497 0.0742
e g 0.01 0.0251 03672 0.0260 0.0264 0.0906 0.0345
e Bt 50 0.0574 0.3164 0.0080 0.0708 0.1198 0.5016
B IER):#) 3x3 0.0174 0.2813 0.0071 L 0.0273 0.0147 0.0332
B IER):#) 9x9 0.0223 0.2601 0.0755 0.1601 0.0271 0.0044
IEIEDE 5%5 0.0302 0.0718 0.0309 0.0164 0.0215 0.1000

R4 AT AT REDSIEN ) 2% BEXT
e [7) SCHR[4] SCHR[19] SCHR[20] SCHR[21] SCHR[22] SCHR[24] SCHR[25] SCHR[26]  AHE
LK ENFE I (] | 42.186 19.070 0.6326 41.251 0.6931 39.472 16.172 10.427 0.6218
TOKEMEIIETE T 42761 19.080 0.4377 41.793 0.6292 40.047 16.683 11.183 0.6351
SR ] 84.947 38.150 1.07033 83.044 1.3223 79.519 32.855 21.610 1.2569
6 ZivEEH 3472634.3474079]

ASCHE T —Fh AT R AN B B AL 1 K B AR
%, NIRTEAS A R Z K EN AT X 34, AR ST LA BB )
PERSAE S J7 ZZ9FAE . IiASFHE. IEEHRRIE. HOGH:
AEAE IR 5 JERRAL, 2R RS 2 PR, RERS A AL
Wy, R, ASCHEH 1 — Pk FEr i 2k
TR AP B LA DU s Sk e k. BbAh, A%
B PEVESR, REVE A RARPIAENIE S PEHIEB.

6N . JPEG FE4R. i s . Bk AR giig

it T FL, A% S 1) SR A, AT N 97 T 58 4
W T — T, %gﬁri%éﬁerﬁizﬁﬁ,
BT R T B L 22 P B 1 K ER R /K

SE 30k

LIRSR, AVEREE, T, TOKETHIME S S5 R, B2 4R,
2003, 31(2): 214-216. [doi: 10.3321/.issn:0372-2112.2003.
02.015]

2 Wang BW, Wang WS, Zhao P. Multiple color medical
images zero-watermark scheme based on quaternion
generalized Fourier descriptor and QR code. Proceedings of
ACM Turing Award Celebration Conference-China (ACM
TURC 2021). Hefei: ACM, 2021. 248-253. [doi: 10.1145/

3 Xia ZQ, Wang XY, Zhou W], et al. Color medical image
lossless watermarking using chaotic system and accurate
quaternion polar harmonic transforms. Signal Processing,
2019, 157: 108-118. [doi: 10.1016/j.sigpro.2018.11.011]

4 Xia ZQ, Wang XY, Han B, ef al. Color image triple zero-

watermarking using dqcimal-ordé; polar harmonic transforms

and chaotic s\ystém S’ignal Processing, 2021, 180: 107864.

[d&: 10.1016/j.sigpro.2020.107864]

Xia ZQ, Wang XY, Wang CP, et al. Local quaternion polar

W

harmonic  Fourier = moments-based  multiple  zero-
watermarking scheme for color medical images. Knowledge-
based Systems, 2021, 216: 106568. [doi: 10.1016/j.knosys.
2020.106568]

6 Yamni M, Karmouni H, Sayyouri M, et al. Robust zero-
watermarking scheme based on novel quaternion radial
fractional Charlier moments. Multimedia Tools and
Applications, 2021, 80(14): 21679-21708. [doi: 10.1007/s110
42-021-10717-2]

7 Liu JL, Li JB, Chen YW, et al. A robust zero-watermarking
based on SIFT-DCT for medical images in the encrypted
domain. Computers, Materials & Continua, 2019, 61(1):
363-378. [doi: 10.32604/cmc.2019.06037]

Xia ZQ, Wang XY, Li XX, et al. Efficient copyright

oo

Software TechniquesAlgorithm #fF4 AR F%: 157

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.3321/j.issn:0372-2112.2003.02.015
http://dx.doi.org/10.3321/j.issn:0372-2112.2003.02.015
http://dx.doi.org/10.1145/3472634.3474079
http://dx.doi.org/10.1145/3472634.3474079
http://dx.doi.org/10.1016/j.sigpro.2018.11.011
http://dx.doi.org/10.1016/j.sigpro.2020.107864
http://dx.doi.org/10.1016/j.knosys.2020.106568
http://dx.doi.org/10.1016/j.knosys.2020.106568
http://dx.doi.org/10.1007/s11042-021-10717-2
http://dx.doi.org/10.1007/s11042-021-10717-2
http://dx.doi.org/10.32604/cmc.2019.06037
http://dx.doi.org/10.3321/j.issn:0372-2112.2003.02.015
http://dx.doi.org/10.3321/j.issn:0372-2112.2003.02.015
http://dx.doi.org/10.1145/3472634.3474079
http://dx.doi.org/10.1145/3472634.3474079
http://dx.doi.org/10.1016/j.sigpro.2018.11.011
http://dx.doi.org/10.1016/j.sigpro.2020.107864
http://dx.doi.org/10.1016/j.knosys.2020.106568
http://dx.doi.org/10.1016/j.knosys.2020.106568
http://dx.doi.org/10.1007/s11042-021-10717-2
http://dx.doi.org/10.1007/s11042-021-10717-2
http://dx.doi.org/10.32604/cmc.2019.06037
http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

20224F 55313 5123

10

1

—

12

13

14

15

16

17

18

protection for three CT images based on quaternion polar
harmonic Fourier moments. Signal Processing, 2019, 164:
368-379. [doi: 10.1016/].sigpro.2019.06.025]

Devi BP, Singh KM, Roy S. New copyright protection
scheme for digital images based on visual cryptography.
IETE Journal of Research, 2017, 63(6): 870-880. [doi: 10.10
80/03772063.2017.1324328]

Sharkas M, ElShafie D, Hamdy N. A dual digital-image
watermarking technique. Proceedings of the 3rd World
Enformatika Conference. Istanbul: WEC, 2005. 136-139.
KR, R, A, & —Fp BT Logistic V7 R Gl
A A R B OK BN EVE L W EE AR, 2009, 58(7):
4449-4456. [doi: 10.3321/.issn:1000-3290.2009.07.013]

He ZW, Lu W, Sun W, et al. Digital image splicing detection
based on Markov features in DCT and DWT domain. Pattern
Recognition, 2012, 45(12): 4292-4299. [doi: 10.1016/j.pate
0g.2012.05.014]

Wei DY, Li YM. Novel tridiagonal cémllluting matrices for
types I, IV, V, VIII DCT and DST matrices. IEEE Signal
Processing Letters, ‘2014, 4(21): 483-487. [doi: 10.1007/s003
71-022-02406-4]

Sun YC, Li D. Robust cartoon zero-watermark algorithm
based on NSST. Proceedings of Advances in Computer
Science and Ubiquitous Computing. Kuala Lumpur:
Springer, 2017. 53-59. [doi: 10.1007/978-981-10-7605-3 9]
Amiri A, Mirzakuchaki S. A digital watermarking method
based on NSCT
algorithms with neural networks. SN Applied Sciences,
2020, 2(10): 1669. [doi: 10.1007/s42452-020-03452-0]

Wu XQ, Ma P, Jin ZH, et al. A novel zero-watermarking
scheme based on NSCT-SVD and Blockchain for video

transform and hybrid evolutionary

copyright. EURASIP Journal on Wireless Communications

and Networking, 2022, 2022: 20. [doi:«10.1186/s13638-022-
02090-x] p "

USCViterbi. The USC-SIPIjimage database. http:/sipi.usc.
edu/database/. (2018-02-01)[2022-02-01].

Zhou WIJ, Jiang GY, Yu M, et al. Reduced-reference
stereoscopic image quality assessment based on view and
zero-watermarks.  Signal

disparity Processing:

Communication, 2014, 29(1): 167-176. [doi: 10.1016/j.image.

Image

158 4 AR H % Software TechniquesAlgorithm

19

20

21

22

23

24

25

26

2013.10.005]

Wang CP, Wang XY, Xia ZQ, et al. Ternary radial harmonic
based
watermarking algorithm. Information Sciences, 2019, 470:
109-120. [doi: 10.1016/j.ins.2018.08.028]

Kang XB, Lin GF, Chen YH, et al. Robust and secure zero-

watermarking algorithm for color images based on majority

Fourier moments robust stereo image zero-

voting pattern and hyper-chaotic encryption. Multimedia
Tools and Applications, 2020, 79(1-2): 1169-1202. [doi: 10.
1007/s11042-019-08191-y] 4

Ma B, Chang LL, Wang CP, et al. Double medical images
zero-watermarking algorithm based on the chaotic system
and ternary accﬁrate polar complex exponential transform.
Journal of Mathematical Imaging and Vision, 2021, 63(9):
1162071178. [doi: 10.1007/s10851-021-01048-w]

Zou BJ, Du JY, Liu XY, et al. Distinguishable zero-
watermarking scheme with similarity-based retrieval for
digital rights management of fundus image. Multimedia
Tools and Applications, 2018, 77(21): 28685-28708. [doi: 10.
1007/s11042-018-5995-4]

Kang XB, Zhao F, Chen YJ, et al. Combining polar
harmonic transforms and 2D compound chaotic map for
distinguishable and robust color image zero-watermarking
algorithm. Journal of Visual Communication and Image
Representation, 2020, 70: 102804. [doi: 10.1016/j.jvcir.
2020.102804] ¢ \

Xia ZQ, Wang XY, Wang CP, ef al. NO\./eI quaternion polar
complex exponeﬁntial transform “and its application in color
image ze;o—wate‘r_marking. Digital Signal Processing, 2021,
116: 103130. [doi: 10.1016/j.dsp.2021.103130]

Hoény KM, Darwish MM, Fouda MM. New color image
zero-watermarking  using  orthogonal = multi-channel
fractional-order legendre-fourier moments. IEEE Access,
2021, 9:91209-91219.

Hosny KM, Darwish MM. New geometrically invariant
multiple zero-watermarking algorithm for color medical
images. Biomedical Signal Processing and Control, 2021, 70:
103007. [doi: 10.1016/j.bspc.2021.103007]

(B e FhEHE)

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.1016/j.sigpro.2019.06.025
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.3321/j.issn:1000-3290.2009.07.013
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/978-981-10-7605-3_9
http://dx.doi.org/10.1007/s42452-020-03452-0
http://dx.doi.org/10.1186/s13638-022-02090-x
http://dx.doi.org/10.1186/s13638-022-02090-x
http://sipi.usc.edu/database/
http://sipi.usc.edu/database/
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.ins.2018.08.028
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s10851-021-01048-w
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.dsp.2021.103130
http://dx.doi.org/10.1016/j.bspc.2021.103007
http://dx.doi.org/10.1016/j.sigpro.2019.06.025
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.3321/j.issn:1000-3290.2009.07.013
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/978-981-10-7605-3_9
http://dx.doi.org/10.1007/s42452-020-03452-0
http://dx.doi.org/10.1186/s13638-022-02090-x
http://dx.doi.org/10.1186/s13638-022-02090-x
http://sipi.usc.edu/database/
http://sipi.usc.edu/database/
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.ins.2018.08.028
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s10851-021-01048-w
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.dsp.2021.103130
http://dx.doi.org/10.1016/j.bspc.2021.103007
http://dx.doi.org/10.1016/j.sigpro.2019.06.025
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.3321/j.issn:1000-3290.2009.07.013
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/978-981-10-7605-3_9
http://dx.doi.org/10.1007/s42452-020-03452-0
http://dx.doi.org/10.1186/s13638-022-02090-x
http://dx.doi.org/10.1186/s13638-022-02090-x
http://sipi.usc.edu/database/
http://sipi.usc.edu/database/
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.sigpro.2019.06.025
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.1080/03772063.2017.1324328
http://dx.doi.org/10.3321/j.issn:1000-3290.2009.07.013
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1016/j.patcog.2012.05.014
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/s00371-022-02406-4
http://dx.doi.org/10.1007/978-981-10-7605-3_9
http://dx.doi.org/10.1007/s42452-020-03452-0
http://dx.doi.org/10.1186/s13638-022-02090-x
http://dx.doi.org/10.1186/s13638-022-02090-x
http://sipi.usc.edu/database/
http://sipi.usc.edu/database/
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.ins.2018.08.028
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s10851-021-01048-w
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.dsp.2021.103130
http://dx.doi.org/10.1016/j.bspc.2021.103007
http://dx.doi.org/10.1016/j.image.2013.10.005
http://dx.doi.org/10.1016/j.ins.2018.08.028
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s11042-019-08191-y
http://dx.doi.org/10.1007/s10851-021-01048-w
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1007/s11042-018-5995-4
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.jvcir.2020.102804
http://dx.doi.org/10.1016/j.dsp.2021.103130
http://dx.doi.org/10.1016/j.bspc.2021.103007
http://www.c-s-a.org.cn

	1 相关工作
	2 多特征提取
	2.1 图像不重叠分块
	2.2 1维特征——均值
	2.3 2维特征——方差
	2.4 3维特征——偏态
	2.5 4维特征——偏态
	2.6 5维特征——HOG特征
	2.7 5维特征合成

	3 水印加密
	3.1 生成混沌伪随机数
	3.2 基于混沌映射的块置乱算法

	4 零水印构造与检测
	4.1 零水印信息的构造
	4.2 零水印信息的检测

	5 实验分析
	5.1 实验评测指标
	5.2 整体特征与局部特征对比
	5.3 特征稳定性分析
	5.4 均衡性分析
	5.5 鲁棒性分析
	5.6 时间复杂度分析

	6 结论与展望
	参考文献

