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Optimization Scheme of Hyperledger Fabric Endorsement Policy Based on Verifiable Delay
Function
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Abstract: To solve the security problem of Hyperledger Fabric caused by the use of fixed endorsement nodes for
endorsement, this study proposes an optimization scheme based on a verifiable delay function for the'endorsement policy
of Hyperledger Fabric. Considering that the verifiable delay function cannot be czﬂculated in parallel but can be efficiently
verified, a Fabric transaction model that anonymously and randomly selects endorsement nodes is designed to enhance the
security of Fabric transaction endorsement. The experimental compafison between the optimized scheme and the original
one verifies that the optimized scheme not only enhances security but also improves efficiency.
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TAFM AR UE R (delegated proof of stake, DPOS). X
FE 5 B 2555 B (practical Byzantine fault tolerance,
PBFT). #AUHE [ pE R4 5% (delegated BFT, dBFT)
LA L Bl A 4 4R H B,

P B A A A X R o AR it B i A 1 — i ) S
FH 2 3 A XA # U H R, 17 Hyperledger Fabric 1E /&
R EE R R AL Al R R RN, EH IBM,
DAH V252 3 Linux 3440 9l C & K EK
T A BRI b 0 X 85T 5. Hyperledger Fabric
BREF I SRR TR NET RSB

MBI R AASHRASHRIE B AT B A, B AT R

PR BN 5 2 JE AT R A, A B o R 2 Ja 048 5 it AT
B, ME G E LS S B i O
Erﬂ/ﬂﬁiﬁ%%fcﬁ‘@&%ﬁj. AN TR T4 G 1 IX s 3
WAL, Hyperledger Fabric X R4 15 s I ThREHEAT T
R4, I8 8 B-HE -0 Uk i 7 A4 R G010
T RSP

RS TR, HPRIIE T 385 10—
P, BAETRUE T 28 5 I GVE e, IX MO R 405N 50 0 i
#1177 20 Hyperledger Fabric $24t 7 RIG . A6k
DI RRIE T, A H 2 1& A T %A 5. Hyperledger
Fabric {5 1545 557 AR T BITdT 2 PR S A S IS
F LA, PO PERE 51 Bk 128 5 AL AR,
{RR] 22 51 R 2 A ) L RORT B sl S AT

P, MEF AR E IS Hyperledger Fabric R4, H. |

o M S A 75 B TSk s R AN 4 5
O . A T B3RS 15 A% 4 P, Mazumdar %5 A1
Yk T A IR %4 1 7 R I 13 A T R A4
UV BIOT TS UBBE L 6 K, S I B AL B TS 31
R0 7 3R RS 9T A e A R e AL 4
T AR 4 P U B S TR RS B L.
BL_b 5 % BRI I B 25 S B 3 O R
47 B 441k, (B VS % FE A AE B 1 s 5
W, B AT CLE I A i 7 3k i B Py i A A
R 1. AT B E AR R B — KRR P A BE L
i LS S R R Al I T 0 B 7 £ 7 = e i 5 5
A T fig ¥ Hyperledger Fabric 51 [ 52 15 15715 S5 5 5
R 22 A 1] L DA A AT I B, A S Bk

88 R4 % System Construction

P -BAE S HLA) (B Rl 31\ AT IRAIE 8 IR B L, 42
i T Hyperledger Fabric IRALHI L4k 75 %, BAR Ty
FUTF.

(1) 4 S5 5 [ 2 1 5 507 A O 16 75 4349 14
B, BN T B IR 66 55, PR T 56 A 3 B K
BLSR A, 3o 5 8 M 1 7 50 A i £ 25 54 5
S A PR 54T 5 5 BT IS

(2) DAL AT 0 308 B AN T AT Ik 5
e, T S A T R T e AT
ST A R AR 1 1 A

(3) 47 B A IAL T BT LR, K1
15 5000 £ TR, A A T B e TS o o,
AT TR M3 53304785 15, B30 5) A BI AR,

1 FHIRHENA
1.1 Hyperledger Fabric

Hyperledger Fabric /& H IBM. DAH k5 2
A2 3| Linux JF Y5 4 25 1B B BE LR BN, ART 2
HHEM) 584 Ak, e TR EAH R O AT SO
ZENEE AR B AT GIE AL EE . Hyperledger Fabric
ZAThRERHRAL R, AN T4 ek ST 8 5 P
7] CAE 77 RS 5 AT Bk . 4%, Hyperledger
Fabric [ RGEEH A 1 P,

e\
%
N B FE1F (APIs, Events, SDKs)
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false).
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Hik L Bl RSk trapdoor g ()

BiN: sk, x, 1
Hith: y,

Begin:

Compute parameters g and e:

@ gHp(x)eG

@ e<2' mod sk

Compute result y: LN
® ye* :
Compute prove 7:

@ l<-Hprime(g»y) \ \
® rh.‘Z’ mod [

® g—@'-»i~! mod sk
@ e

return(y, )

End

2.1.3 iHEHEEeval()
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SN
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Begin:

Compute parameter g:
® g<Hg(x)eG
Compute result y:
@y

Compute prove 7:

® l<-Hprime(g»y)

@ (_g|_2’ /|

return(y, 1)

End

TR 2 o A R Sy = g2 A, TR
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Begin:
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return true
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End
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(2) My 10 19 AR SCRISR B % ) i (1 7 22 15
(K285 2 I, B SRR R 4 sig M) Gk NE. e 40
J5 LTS T R A I

trapdoor g(x,t, sk)— (y,7) 6)
H, y s HAA AT SR, o A2 B & 4 ik .
T 2R 6], WA A R sk s H5 mA
RE DU T SLA 45 R DL R SR B, T Mo 2 R i
A sk, FE A BRI R, BTG AR H 1 IE# 45 R
WANRE SIS 3R 018 5 5 5 45 %5 ) i

(3) BEALZE I )8 547 s is S e UL 2 a5, %
MR G #HATE 1, 13213 5 45 R G read_write S LA
BAS PIER1x_prosenaor. 41T 545 Ry, UEWin, H5H 4
read_write LA T8 T34 FE1x_prosenaor T8 KL 45 % 1
Ui BEAT 9 IE.

(4) B/ B B AR RIS RE<y,m,
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BAEE L= (6):
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W RIS AE 25 R N true, YIS P A1) B B,
ZH B R BN SR i RKESS R Syfalse, T
W B SR, A FERFZE LS, #
A2 oy TR A 4 ik 1 15755 R T .

(5) 1A RUHISE Ty 5 55 7 i $E 5 4 HE 19 itk
1T, HEP S R B 5 25, BARRAE 5
TTRRBIFATR 4, ZJa iz X P M $.

(6) FRAZ T AT I 2% B 5 IX B, A B2
Ty DX HA ok B HE A2 pUi, S22 U SR I iE R R
RN G, HAR R S AR, 8
TRIGIE 2 J5 HIAZ 5y X AR AT 1) IX e E I R IK A,
IR PR AT M i
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R REIN T AT IR AR B 4 (VDF) SR Ak
PSR B R AR AN 5 T R 3 M 7
F e R TSR R IR R B T SR R
A IR AE IR BRI AN AT AT I A
3.1 FIBIEREIR SR AT FE M
3.1 ATEEMERE X

TG MR E S BIE S p. i Ax BT
()2 %, 3B B ik eval )19 B4 Hiy ULUZAE A, 10
=K (7) Piw:

eval(x,p,t)— (y,m) (7

A A IER R TP RS B4 R (v, ), B T

s[RI R, 1), By #y o+ a'. WERATIGIEE |

1R bR E P SR Bk g 45 R (8) 3K (9 I FT LA
FIETRIE AR RO AR, 8
verlfvpp(x,y,ﬂ, A)—> true ®)
verify,,(x,y',n’,A)— false 9
3.1.2  AERANIEEA
WIS 2.1.4 T EEverifyO R FITEy, n ¥l IERT
HIL N Ay =nlg". Xr thnl LS A
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¥k (10) il RIS LA g2 AT 15
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O o = y’g_zt

@ FHU (I- Hprime(8.y) ) R CHN, 5 = Vo

©R-*d =,8’gL2t/lJ

MR (1) TR = (g2 1gl2 /1,

WBEIH# RIR SR IE M 76 LR,
FUAT AR S By # y B G0, D e .
3.1.3 RSA-VDF J¥

(Z/NZ)+/&— RSA ¥, Tl RSA-VDF # N &R
(ZINZ)+ [(1). % TAEE TE R, h € (@ZINZ)x, W1 HLifh 12
g-h™! e {x1), JU¥E RSA-VDF #Erh Iyt g, 2 MIH .
A2 U AE RSA-VDF B 1, %F T4 A x, y fl—y#B 2 1F
GIOE RS
3.1.4 VDF AJ5EHIE

VDF [T 52 2 2 37 #F RSA K 5 %5 23 fik IR wfe
) @2 ). — B, 2 XN = pg ik RSA BEIEL (p, g
R KER), MBEHue (Z/NZ)« [{£1}, IBALER
HIIE p, q BIEIL RN AR (= Hprime(8,) €
(ZINZ)*) .

E M u=n/m, WA:

vy —~u (12)

1B B T B0AIF AE IR BR B AN AT 5, I B # AT LA S
T A FEF IR] P 72 A — AR I 46 R < ', >, HLRE
I IRAIEE P BE, 1Y RSA JCHEE 5378 bR Ak v F.

SR AE A S8 1 Id I B 8L, 84 AT DR BRI 5
H i P, R SLé = Vi KR VDF 5 5E U

eval(x,t)— (y,m) (13)

Ny, 7'(y" # y)A] PAE PL R 28 $:
Y =uy (14)
n=én (15)

R AR I eval() BR BT HAS H )y, 2 40K I8
B UE S S UE, B
y=x2,r=2"mod ! (16)
@)X = ) =unx = uy =y’ (17
L R R AIE T, 7R KBS E ) e R R () ST
FIHTHE T, VDF eREC B A IR & 1 n] S
3.2 FJIEEIEIR SR AT H AT AR
FE ] AT 56 90 48 55 eR £k 1 T S AR
A FAH sk B R 1795 RO AR PR 55 H 485 3y DL &
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