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Anomaly Detection of BGP Using Graph Embedding and LSTM AutoEncoder

ZHANG Shu-Xiao, TANG Yong, LIU Yu-Jing
(College of Computer Science and Technology, National University of Defence Technology, Changsha 410073, China)

Abstract: With the real border gateway protocol (BGP) update message data disclosed on the Internet, this study proposes
a new BGP anomaly detection method based on graph embedding features and long short-tegm memory (LSTM)
AutoEncoder, which focuses on the network topology and variation characteristics in time series. Eirst, the AS PATH
attribute information of BGP data is used to construct a dynamic embedding feature dataset based on the network
topology of time series, and then the LSTM AutoEncoder model is employed for data detection to find abnormal ones. For
the actual data of abnormal events, the method successfully detecfs the abnormal data and has higher accuracy than
traditional detection methods. |

Key words: graph embedding; border gateway“protocol (BGP); anomaly detection; long short-term memory (LSTM)
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