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Abstract: In the BGP protocol plaintext transmission, attackers easily forge lEhe prefix and path information, which
thereby causes prefix hijacking with great harm. The AS path information protection mainly involves two aspects: path
tamper-proofing and verification of illegal content. Resource pub'lic: key infrastructure (RPKI) is an important security
system to solve route hijacking. Currently, the path verification solutions under the RPKI system mainly include BGPSec,
ASPA and Path-End, among which'BGPSec rﬁéinly addresses path tampering, while ASPA and Path-End target path
legality verification.\However, these schemes have the defects of complicated calculation or weak path protection. A
small number of signafures are introduced into the ASPA scheme to improve the granularity limiting path tampering.
Therefore, this study proposes an improved path protection mechanism and designs comparison experiments with other
schemes regarding the overhead and safety performance. The experimental results show that the performance of the
improved scheme is better than that of the other schemes under the condition of introducing limited overhead.
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[l B 1 B0k ASY, HRAE G h S 5 % B iR ik )5, K% iE
HRIEY ASZ, ASZ W2 )5, K AS_PATH J&
PEHAT A B A R O, bzt ae i it ASPA HIATIN.

Update:

Prefix: Xx.XX.XX.XX/XX

3 BRARELEURBI

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 21

http://www.c-s-a.org.cn

i H AR SN A

4 AT — AR EFR RS BR R H, ASX [RIFE
VE RV, AT BB O TR B4 1, T
ASX PhitE A2 | BB, ASX I I B #F T AT 4
1 A=,

e, TASX

K4 ArgshFeslr

2 R R TR b4

AS PATH HI361IE 75241, BGRSec 1145 4 i /E sk
b BN T FTLASECRE OBl A, 7 304740
Iy b2 4% I B8 W 33 5 I AT 25 44 1 6 A
[T 7 N1 Al 6 R 1 1 = S 8 W g e oL
FT ASPA HRALMI TR, AR T —FhiR pg2E 4, H
S — R B4 BAIE B AR OR T R
2.1 EBER

Wi s, kg Z AT RPKI, % 84k R H
RFC8635"° [ 77 %8, /s AL S 4% Al phy % B 572 A i sl o
% s A AR B, BE S5 1A RPKIT R St o v 2H 43 SR A
B T A B I % B 28 E T (router-cert), K AT T4 EK
RPKI £ . Forp % 2810 15 )8 T RPKIZ Ut EE UE 13,
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W 24 LR S5 7 2, SR A 4 A B, TR AT S
LI R e, 15 YRR T AS BB R
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2) Bk, WAk 2 iR, R AS B0l 3] BGP i
HEF, B AS PATH {5 2 f1 PATH_SIGNATURE 13
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3) MBI EHE AS FHIF, A AS RE NS4 H, & NPk 5 3%
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ri oy ER; (G) skt i KB 45

T v, RS HE T, 2R AT B R Zm
i, FEAE AN — B AN S, N v, KR ) %
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= 15 al n /._)
& -
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