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Abstract: With the development of society, the authenticity of talent resumes is crucial for enterpfisé‘ recruitment. The
problems such as centralization of data management and falsification of resumes existiin the traditional resume storage
based on the third-party organization. Given the above problems, a Blockchain—b:lsed searchable encryption talent resume
sharing scheme is proposed. Firstly, the authenticity of resume data is guaranteed with the tamper-proof feature of
Blockchain and the collaborative storage mechanism on and off the; chain. Secondly, during resume data sharing, the
traditional third-party organization is replaced by the decentralized feature of Blockchain, and the fairness between
participants and privacy protection during data storage and update are ensured by combining searchable encryption
technology. Finally, thf: scheme is analyzed from the perspective of security and correctness, which proves the ability of
the scheme to solve the ‘above problems.
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Hi% 1. Setup

i N: mk, sk, R
W1, C

1. the data owner init list L

2. for reR \

3. Ky—FQk, Y| rig); Kye=F(mk, 2|Ir)

4. -,_g<i{0,1\}x; d—id® G(K,, g); —F(K,,1)
5. add tuple (, d|lg)) to L

6.  encrypt r with sk;

e

7. end for

8. the data owner send L to the smart contract
9. the smart contract init list y, y” and y

10. for tuple (/, d|lg) € L

11.  add(/, d|g) toy;

12. end for

13. end
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$3: 2. Search

WA Q
it : Dataindex

1. the data owner sends Q to the smart contract and the user;
2. the smart contract add O to y°;

3. the user sends Q to the smart contract to get data index;
4. the smart contract:

5. add Q to y¥;

6. [—F(K,1); dg—Get(y, 1)

7. ifd=1l &&g=1

8. return false;

9. else

11. id—d® G(K,, g);
10. return id,

11.  endif

12. end
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3% 3. Upgrade

i N: mk, sk, R
it L C

1. the data owner init list L*;

2.for r€R

3. Ky—F(mk, 1| rig); Ky—F(mk, 2|lr); "
4. g0, 1} de— id DGKy, )i fl—F(K), 1);
5. choose an operation o from list O;

6. addtuple (, d, g, o) to L*;

7. encrypt r with sk;

8. end for

9. the data owner send L to the smart contract;
10. the smart contract:

11. for tuple (/, d, g, 0) € L*

12.  ifo=add

13. add (/, d||g) to y;

14.  else

15. d', g'—Get(y, I);

16. set d=d, g=g;

17. update y with tuple (/, d'|g");
18.  endif

19. end for

20. end
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$L% 4. Sentence

i\ verify request
s 0f1|null

1. if requester €D
2. iffind 0" inyY
3 return 1

4. else
5

return null
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6.  endif

7. else

8. iffind 0"iny”

9. if 0"£0"

10. return 0
11. else

12. return null
13. end if

14. else

15. return 0

16. end if

17. end
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