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Host Attack Detection Based on XGBoost and Community Discovery

ZHU Yuan-Qing, LI Sai-Fei, LI Hong-Zhe
(School of Information Science and Technology, Southwest Jiaotong University, Chengdu 611756, China)

Abstract: In a large-scale network, the security threats faced by the host are becoming increasingly diverse. With the
rapid rise of technology based on machine learning to detect malicious files, the ability to detect malware has been greatly
improved, and it has also forced adversaries to change their attack strategies. Among them, the “L1V1ng off the land”
strategy achieves malicious behavior by calling operating system tools or automated management programs that perform
tasks. Threat detection can find suspicious behavior in the context of parent and ¢hild processes. The parent-child process
chain and the related events derived from it are regarded as an undirected graph; and the supervised learning XGBoost
algorithm is used for weight distribution to generate an undirect_éd weighted graph. Finally, a community discovery
algorithm is employed to identify larger attack sequences from the graph. The above algorithm is verified on the simulated
attack dataset of MIRTE ATT & CK.
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Node b - File
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X X 2 ], 2 5 AR EE 3 e 45 4 DX IR AR 2 7 R
fitth b £ B 34T A . Sysmon 1E 8 — FRCR B 7 $E
M HE TR B RGBT N, A RFEEHE.
M Sysmon H FHcHH Hh gt i B vy s R F Bk 1
Fis. R EAFEHFEE)E (process creation). FFEZLIE
(process termination) SC/FAEE (file create) 5 MR
(file delete) 25 FAF 10 3%. TEFTH FAFHE R p AT LA
X3 R A 545 B, Hrh i RS R 4R 4
PEPRAN SR 2 TR R R B, FEAFE AR WL 2 Bk,
£ 1 e L H BT

FB Event ID FB Event ID
Hostname FAHL CurrentDirectory 1
UtcTime 1/5/11/23 Company 1
ProcessGuid 1/5/11/23 Product 1
Image 1/5/11/23 IntegrityLevel 1
ParentProcessGuid 1 Hashes 1723
Parentlmage 1 TargetFilename o 11/23
CommandLine 1 CreationUtctime 11
ParentCommandLine g 8 User 1
OriginalFileName g 01 EventID —

K2 OREKEPIE

Event ID =4 KIF B

EventID 1 Process Creation Processld & ParentProcessld
EventID5  Process Termination Processld

EventID 11 File Create Processld & TargetFilename
Event ID 23 File Delete Processld & TargetFilename

2 BRBEF 4 Event ID1 5 Event ID 11 f H
SR 2 Pros, B2 KM H B T &5 E
J7 30k, Hodh Event ID 1 L2 SR QIR F M, &
T H E T BAAREHFE ID (ProcessGuid). R #ERE ID
(ParentProcessGuid) & i [A]#k (UtcTime) HEFEML

1% (Image). RFHEFEWAE (Parentlmage). HEFR LA L

444 (OriginalFileName). 1417 (CommandLine)
DA S i3 A2 RS 7 {H (Hashes) %?Fﬁ; EventID 11 JREZM
SRR AR, LB B AE R 1D (ProcessGuid)
FIH ¥R U4 (TargetFilename) 2.

HRHEE 2 81 A OQIBC A H 3 282 I R B
B B3R 2 ) SRER SR SR U g — 1) H B s =X
1T DL ProcessGuid 7 BAE N H B SR A 55 7B,
A BB AE O¢ H 3 7 BAE iz 1y s oo s . $2
e 1 WTiE S H &SR T B % T BRI

ZRMPHERAE T g — RIS, TR 1 BT
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L SR (Node a, Node b) W) JGEUE T By 2 8] 47 1E 1) 5%
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FHME—1H ProcessGuid K& 7~ BERE Sk,

Process Create:

UtcTime: 2020-05-02 02:55:56.157

ProcessGuid: {47ab858c-e13c-5eac-a903-000000000400}
Processld: 8524

Image: C:\ProgramData\victim\4€®cod.3aka3.scr
FileVersion: -

Description: -

Product: -

Company: -

OriginalFileName: -

CommandLine: "C:\ProgramData\victim\a€®cod.3aka3.scr" /S
CurrentDirectory: C:\ProgramData\victim\

User: DMEVALS\pbeesly

LogonGuid: {47ab858c-dabe-5eac-f331-370000000000}
Logonld: 0x3731F3

TerminalSessionld: 2

IntegrityLevel: Medium

Hashes:SHA 1=4B7FA56A4E85F88B98D11A6E01869

ParentProcessGuid: {47ab858c-dac4-5eac-f202-000000000400}
ParentProcessld: 4440

Parentlmage: C:\Windows\explorer.exe

ParentCommandLine: C:\windows\Explorer. EXE

(a) EventID 1

File created:

RuleName: -

UtcTime: 2020-05-02 02:57:00.933

ProcessGuid: {47ab858c-e13c-5eac-a903-000000000400}
Processld: 8524

Image: C:\ProgramData\victim\d€®cod.3aka3.scr
TargetFilename: C:\Users\pbeesly\Downloads\monkey.png
CreationUtcTime: 2020-05-02 02:57:00.933

(b) EventID 11

" B2 EventID 1 1 EventID 11 [ H &K,
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FRNNZTUA 1, FIA 0. 14 TR IR SAR a F1 b 2 7]
HIEFRE R R, L1, 2 A, 24521K a 1 ProcessGuid
ST 524K b 1) ProcessGuid, 3B P AN s2iK g T 17— A
R, 2 FORSEAE av b )BT A — SRR AR Y bl o
HERE, TR BTN 1, B0 0; [\ /5 R~ H
BRI R E [F— W fo-9 Rom Sk b gt R AR
9% 5 f10—/13 FoR AN SEAR 2 [B) HERE 4 & 11 5 &
S14 TR BERE SRR (1) JEL 46 SO 44, 12 I50R] DA 2 A
A tE L, 15 s 4 H0 H & SR P e B8 42, X TR
T SO RAT , SRR AR Z R R R
16 R AR TE] B S A B2 75— 3G 17 18 R A
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Z I3, Frliz e o s (1), o anE 1.

Go=(V,E) (D
Hr,
Ecl{a.b}: (a,b) e V*,a #b) ©)

K3 H SR A K AR RHIE
FHIE KA
10 |a.UtcTime — b.UtcTime| <A
N a.ProcessGuid == b.ProcessGuid
2 a.ParentProcessGuid == b.ParentProcessGuid
JA a.ParentProcessGuid == b.ProcessGuid
14 a.ProcessGuid == b.ParentProcessGuid
S a.HostName == h.HostName
1o a.Image == b.Jamge
11 a.Parentlmage == b.Parentlmage
R a.Parentlmage == b.f'mage
9 a.Image== b.ParentImage
110 a.CommandLine == b.CommandLine
1 a.ParentCommdLine == b.ParentCommdLine
12 a.ParentCommdLine == b.CommdLine
13 a.CommdLine == b.ParentCommdLine
4 a.OriginalFileName == b.OriginalFileName
115 a.CurrentDirectory == b.CurrentDirectory
fl6 a.Hashes == b.Hashes
N7 a.TargetFilename.Path == b.TargetFilename.Path
18 a.TargetFilename.Name == b.TargetFilename.Name
19 |a.CreationUtctime — b.CreationUtctime| <A
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X. ERERRWNE 1 PR,
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i \: network G=(V, B) ' =
fith: network G'=(V\E)) =

AQ=

1.G. V:{node 0, node 1,:-, node n}
2. «foriin G.Vdo

3. for j in iadjacent node do

4 HRIE (5) T Max (AQ)

5 if Max (AQ)>0 do

6. i=community of j

7 if G change do

8 G.V={community 0, -+, community m}
9. goto step 2

10. else do

1. G'=G

23 WMEEM

12 (4) AT, DX AR ROK T4 X T A
I, BEHE RO, W AUk R H S AR E H S0 AAFE
A DX, A XA B A B K T DX TS AR, 7
FOASFRIALIX R BLRCR 7 2 s (HUn R A 2.1 7Y
Hh A B TE 1) PR m A P A DG IO AR e XA 0 5595
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T X Z B i o X LA EE. 7E48 ) XGBoost 5254
FARBE GoH B3 AT 20 NG 27T, R G
n 34, i Ne; = xi,yii € [1,n], Hx/E 930 i RHIE 7]
B, y NI RERZE, HEUE R (7) Frs:

P 1’
Yi= 0,

XGBoost &M HEBMY, 45 % 43840 K 28—
R 2 P — SR ANSKBE, T th L L F G 4 K
Fl 9 5 4 . 395 AT LU 4 ST 45 2, 3R
L2 (4 5 AR 032 AL B F7. 7E XGBoost T H
PR (8) o

X; € €in
X; € etot

(M

n

t
obj' = " 1(y3")+ > Q) (8)
k=1

i=1
I B8 K i 5 — A DI ZRas R AN S 3 IR U Ak
AL, A9 R R TRIAE, H15 -1 RBIME A7
£ (9) Fis k&, QN2 ENALER I3, 5E LT R
IR, B E LS53R [19]:

$10 =970 + fi(x), i) = wyc) ).,

b b6 et 2 80 PR T I 3 6 1 R BRRA 77 11
BRARAR 2, D A3 P KRR, i H3 2k B 450 (7, 5 )%
TVl W R B R S A B,
LB H bR HON:

r G-

;Hﬁfﬂ (10)

3 (10) WA 7 s HL, 21 50 2540 L IR 1
PRk, FLAEBR /N, RORIXFEIW S MG 7 LR
FT 97 bR A, B 2R mT LUK H A 1) e 45 4. TEAR IR S 56
FH ) 53 2R ) R AR B 2k e AR, s (1) o

loss = Z[y,-logz(l +e_9i)+(1 —y,-)logz(l +ey")] (11)

1

~.

R —

obj' ~ —

KT (7) FURFREI n &N ZRAT k3758 X5
UER 73 HEAT 25 5T, AR ST A0, F40% XGBoost
B A 4 AR T IX P9 32 0 T 91232 AL
o, NI 58 RS AL LG 7. WL G R Ak X
RILHHIN, FFH AL X K Louvain 533 & LG f21E
I R IR
24 ERESW

R (B AT 2 P AR 4 3 25 W 0, 1 H
AT 5 S B A AR R 5 2 P4
S 5, FUIN IS 4 B RO(M?), 3ot M o 6 S04
L‘%%%Eﬂiﬁ@ﬂﬁﬁ Hr XGBoost i 4% i #7008
VA BRI ()52 A P JEO(K dl 1l log, ), EUAT LUK 454E
SUHE I 3 17 A9 Block 45 M BEVE AT (R AL, 1635
SRR G, TS FA R GE T . 2o
SSCRE AR A 5, 48 E S HE 1 52 2 46 4 149 53 BURLE 43
i ot TR b, B A28 43 16 A 2 P 25 M O(Kdxll) .
& K N XGBoost Hb 1 S5, d b 1 5 KR,
xllo 277 I 2532 4 Hh A 2 AL RE AR R0 B . BT B0 1
TR KRB, SR e 1T A A R X A T
st ] R AT I, I 1) 52 2 B O (), 2 J5 945 51 Bk
FHHFE R AR & VK, BT ALV S 26 BE O(nk). I
i n e B R N R RN A R 3 N
BRI 5 2 FE B TS O(M2 + Kd|xlly + k). 1E A5t He s
W SVM. A [ 55 XGBobst e AL A A B
AT L, FC I 6] 1 43 o LU B V58 47 I 1) 54
SR, LRG0 ERdgs 4 5.

3 SEE

SLAG A% A Python SEHL, FI A E4 4 (R} 21 52 St
MITRE ATT & CK $#24tf APT29 LA K APT3 fI{j K
b 25 AT RN, 76 ATT & CK 4241 H 5 4>
o, EE R Sysmon SRAEM ENH EHIE. LB
AR WA 3 FioR.

FESZIG FIB B 1 AR, AN 2 A B i R 4 H &
HO ST K B S BESEAE H B M MR 2 10 H A Sk
6  BER R G H S BE TR 2 J5, BT A I H sk
R Gi—. T B 2 BRI IESR I, 225 22 s
B 73 3 FIskE C R, Hh ARG EXRNE
S BSCHTIR. BT RRAE SR O R A N G T S Ak )
KA1k, BT LARECRIRFAE AT T2 4k T
B H E L SR IR R ¢ R A &, AR T SR
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SEER Y B 2 Hh R TG ) B Go A B E 3 i
] . A T Al XA AR B SRR S, R 4 X T PR K
FOEB BT R BRI R AE R SR AN, I 2.3
T XGBoost HEREAT 7335, 5258 K7 XGBoost Hi2:
X TAREAE ) 2 ) TR, DA OB A i AR .
T # 5 XGBoost )57 S ROR, ATH 10 738 XBER %
ATTER NG AT AL, AFE XS L, L340 AL Si i
2] BB R AR SVM B 5 2 3t b, Bk se
RO XST LW R SR, fESEIRMT B 2 2 5, B
GoZ IS AUE 73 Bio A BT R I LG, ] 4 B,

#ibi Sysmon B |

| EIE%ZIS;‘%H% |
e
uu%@:% R

| IR (32 XHE) |

Bl

B2 |

| wwmm |
'
e |

K3 b B TR

Node a - Process

Node b - File

K4 ErRIEG R

SEIGREY B 3 o, B4k XA Louvain &y F 78
KIG, F, FIH 2.2 5 H Bk B3 B ) B oh A7 A i 4L
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XAEAT RN, #R L H & b e i % H B AL X By
B3 #sm i N B 5 o stk A 5 T E AL DXCHIR R R
ret = {

“Node”: node a;
“belong”: belong;

}
K5 BrEes st

4 PP L\

R0 7 52 50 o 5 0 2 1 RIS 44 15 7 4 X
IR R, b A SRR LU B JURT (A,
428 (Accuracy).” KM% (Precision)« #1815 (Recall)
DB 580 1B F1 23 e bR & B O I 2 3 b
I 2507, VPO S N 4. bk kR 52 2t
= (12) 250 (15) Fios:

TP+FN

A = 12
Y = TPy FP+ TN+ FN (12)
TP

Precision = (13)
TP+FP
TP
R = 14
ccall = T FN (14)
Fl= 2% Pre.Cl:sion X Recall (15)
Precision + Rﬁmly_l

SEB0 R F1 5 HO 92860 45 AT T A, o
XGBoost Sk BEHEIR A I LT, F1 4y 5001
H A PTFRGENS, S 363 R LU ] IR A B A
O R R, LU R H B B X 50 T
FLRCCAR AR A, SR SVM SR I
MR RR A RARLT, 75 APT29 5 APTS U H4
SRISE IR 1 S SO AERLIRIN 51 1 A O B
BAECR. AR E 6, K 7 B,

7 3 R A0 L4 W VIR R D RO
REMEAT WA 25, %1 B SRS A I X L, 950 R
FHSE A7 T bR 6T B P A4 SR 15 5% S0 R i
M SR . Y 2 UL 5 4 R I B,
PN A8 7 AN £, IR S5 APT29
MO 508 LT R RS 3 g
PEINBATRTTA). 10 2.4 A, tF XGBoost HIL (£
Block HOHHFETHE - (AL, 73547 1A EL T 531 P
Sk . BRI 8 TR, N 6] R

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

20214F 55303 55 121

http://www.c-s-a.org.cn

i H AR SN A

——Logistic —#~SVM ——XGBoost

1.0
0.9 ____r’_,_.r—"*———‘
0.8
rsé 0.7
0.6
8 0.5
f’j 0.4
& 0.3
0.2
0.1
0 300 600 900 1200 1500
—— Logistic | 0.6282 | 0.5438 | 0.5527 | 0.8391 | 0.4218
-#- SVM 0.445 | 0.5443 | 0.5534 | 0.5362 | 0.837
—+— XGBoost | 0.8413 | 0.8338 | 0.8962 | 0.9291 | 0.9403
I} [ [R] B

K6 APT29 X &I F1 53 5A

——Logistic —#-SVM = XGBoost

1.0 —
0.9
0.8 T .
§ 0.7
0.6 P = e S
8 0.5
4 04
& 03
0.2
0.1
0 300 600 900 1200 1500
—— Logistic 0.8484 | 0.839 0.7682 | 0.7909 | 0.7953
-=- SVM 0.6237 | 0.6714 | 0.6408 | 0.6272 0.619
——XGBoost | 0.9802 | 0.9801 | 0.9612 | 0.9611 | 0.9748
FF 1] ] B

K7 APT3#X KM F1 %A

——Logistic -#-SVM ——XGBoost

300
s0f e
 a————a—A2
=E 200 | g
=
o 150 ¢
100 | o p e
50
0
300 600 900 1200 1500
—— Logistic | 236.63 | 248.42 | 257.28 | 265.66 | 273.49
- SVM 194.54 | 205.82 | 217.14 | 222.31 | 224.94
——XGBoost | 93.88 | 99.98 [ 106.05 | 107.6 | 110.69

R
£
K18 APT29 58 4y HLELVIZ AT I i X LL ]

¥ 5 TE SEI8 TR R B I 4 % AT R A
(1) X7 &= 531 3aka3.doc SCAY, AE ik 3aka3.scr
TR, ZFIRAEH Cmd 5 Powershell 372 37
C2 IBIEHEHEH] 192.168.0.5, 58 A 32 FH 4L 1 IAWI4H
Foxk. (2) 2 FH FN AT SO AR S AR, R
Powershell $447 ST WCEE 5 e 4 i & % 5 270N xIxs.
doc. pdf. png S5 SCAFBEAT M 7« 0% R0 4 AE
Draft.Zip 5 working.zip. (3) 4 BT 19 58 & BLRR (1
Powershell BtFE, #0473 5 R R K BAT %, FIH

Get-Process 552 K ILFAHLH I HEFE, %K Netapi32.dll
AR B Ge4 1. (4) B B3Rt A2 oh A i Draft Zip
5 working.zip SCHH, B SOMEEIG SIRIE. 2 545 A A
W% — RIS B A LR %
5 5

S SEI A E N T XGBoost 55k Dk I 4 v 25
SR LN ST AT NP A, SR TR
i S PR BRI, SR 2 S ) 0 A X P
2R, WAL DR ISR I e AR DX 2E AR 5
3ot P2 o £ I XGBoost H A 1 511 5 2 6 14
SVM LR L, 46 AW LT XGBoost 554k RILI
ML AT o TR AT BT R R, X T
Lotl A T 7 HORIMAL F7. (FLR, £ 9230432 h B &
e B2 ] (9 2 B 5 I et TR T DA — 3B A, 5 A
R AT B IR = L.

SE 30k

1 Symantec. Internet security threat report 2019. https:/
docs.broadcom.com/doc/istr-24-2019-en. [2020-12-22].

2 Filar B, French D. ProblemChild: Discovering anomalous
patterns based on parent-child process relationships. arXiv:
2008.04676, 2020.

3 MITRE ATT & CK. ATT & CK matrix for enterprise. https:/
attack.mitre.org/. [2021-01-05]. 3

4 Mavroeidis V, Jesang A. Data-driven threat hunting using

sysmon. Proceedings of the 2nd International Conference on

Cisyptogra;phy, Security and Privacy. New York: ACM, 2016.

82°88. [doi: 10.1145/3199478.3199490]

Milajerdi SM, Gjomemo R, Eshete B, et al. HOLMES: Real-

time APT detection through correlation of suspicious

W

information flows. Proceedings of 2019 IEEE Symposium on
Security and Privacy. San Francisco: IEEE, 2019.
1137-1152. [doi: 10.1109/SP.2019.00026]

6 Yu H, Li AP, Jiang R. Needle in a haystack: Attack detection
from large-scale system audit. Proceedings of 2019 IEEE
19th  International Conference on Communication
Technology. Xi’an: IEEE, 2019. 1418-1426. [doi: 10.1109/
ICCT46805.2019.8947201]

7 Lee KH, Zhang XY, Xu DY. LogGC: Garbage collecting
audit log. Proceedings of the 2013 ACM SIGSAC
Conference on Computer & Communications Security. New
York: ACM, 2013. 1005-1016. [doi: 10.1145/2508859.2516

731]

Software TechniquesAlgorithm #fFHi AR« F% 153

© TEREBIK R

http://www.c-s-a.org.cn


https://docs.broadcom.com/doc/istr-24-2019-en
https://docs.broadcom.com/doc/istr-24-2019-en
https://attack.mitre.org/
https://attack.mitre.org/
http://dx.doi.org/10.1145/3199478.3199490
http://dx.doi.org/10.1109/SP.2019.00026
http://dx.doi.org/10.1109/ICCT46805.2019.8947201
http://dx.doi.org/10.1109/ICCT46805.2019.8947201
http://dx.doi.org/10.1145/2508859.2516731
http://dx.doi.org/10.1145/2508859.2516731
https://docs.broadcom.com/doc/istr-24-2019-en
https://docs.broadcom.com/doc/istr-24-2019-en
https://attack.mitre.org/
https://attack.mitre.org/
http://dx.doi.org/10.1145/3199478.3199490
http://dx.doi.org/10.1109/SP.2019.00026
http://dx.doi.org/10.1109/ICCT46805.2019.8947201
http://dx.doi.org/10.1109/ICCT46805.2019.8947201
http://dx.doi.org/10.1145/2508859.2516731
http://dx.doi.org/10.1145/2508859.2516731
http://www.c-s-a.org.cn

i E AR SN

http://www.c-s-a.org.cn

20214F 55303 %5 123

8 TUKH, B 50, 2, 5. — M TG RUBER RGH I
HE RS F % 5B w45k, 2020, 5(5): 30-42. [doi:
10.19363/J.cnki.cn10-1380/tn.2020.09.03]

9 BTIk . CRFFIISOC R K S H 4 R it 5 sk
BL[ 22 AR SC ). BN K27, 2020. [doi: 10.27461/
d.cnki.gzjdx.2020.000649]

10 Pei KX, Gu ZS, Saltaformaggio B, ef al. HERCULE: Attack
story reconstruction via community discovery on correlated
log graph. Proceedings of the 32nd Annual Conference on
Computer Security Applications. New York: ACM, 2016.
583-595. [doi: 10.1145/2991079.2991122]

11 Mark Russinovich, Thomas Garnier. Sysmon-windows
sysinternals microsoft docs. https://docs.microsoft.com/en-
us/sysinternals/downloads/sysmon. [2020-11-28].

12 4, 6. BT Windows H & 3 #7 I £ 2 A WAL
W 28 73 [1] 22 4%, 2018, 9(9): 70-77. [doi: 10.3969/.issn:1674-
9456.2018.09.014]

13 FASCHR. T I 3 LI AT P TR 2 i ).
e bsesmk 2019 8

14 BR5EU, TARIR, BRI, W24 25 [ g i 1 05 R RFF 7T 25 3R . 8

154 A4 AR 5% Software TechniquesAlgorithm

15

16

17

20

& A, 2020, 53(1): 1-8. [doi: 10.3969/j.issn.1002-0802.
2020.01.001]
Mitre-attack,
github.com/mitre-attack/attack-arsenal. [2020-11-15].

OTRF. OTRF/mordor-GitHub. https://github.com/OTRF/
mordor. [2020-11-15].

Blondel VD, Guillaume JL, Lambiotte R, et al. Fast
unfolding of communities in large networks. Journal of
Statistical Mechanics: 2008,
2008(10): P10008. [doi: 10.1088/1742-5468/2008/10/P10008]
Newman MEJ. Fast algorithm for‘m detecting community
structure in networks." Physical¢ Review E, 2004, 69(6):
066133. [doi:**l(}.l 103/PhysRevE.69.066133]

Chen TQ, Guestrin C. XGBoost: A scalable tree boosting
22nd ACM SIGKDD
International Conference on Knowledge Discovery and Data
Mining. New York: ACM, 2016. 785-794. [doi: 10.1145/293
9672.2939785]

Cortes C, Vapnik V. Support-vector networks. Machine
Learning, 1995, 20(3): 273-297. [doi: 10.1007/BF00994018]

mitre-attack/attack-arsenal-GitHub.

https://

Theory and Experiment,

system. Proceedings of the

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.19363/J.cnki.cn10-1380/tn.2020.09.03
http://dx.doi.org/10.27461/d.cnki.gzjdx.2020.000649
http://dx.doi.org/10.27461/d.cnki.gzjdx.2020.000649
http://dx.doi.org/10.1145/2991079.2991122
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
http://dx.doi.org/10.3969/j.issn.1674-9456.2018.09.014
http://dx.doi.org/10.3969/j.issn.1674-9456.2018.09.014
http://dx.doi.org/10.3969/j.issn.1002-0802.2020.01.001
http://dx.doi.org/10.3969/j.issn.1002-0802.2020.01.001
https://github.com/mitre-attack/attack-arsenal
https://github.com/mitre-attack/attack-arsenal
https://github.com/OTRF/mordor
https://github.com/OTRF/mordor
http://dx.doi.org/10.1088/1742-5468/2008/10/P10008
http://dx.doi.org/10.1103/PhysRevE.69.066133
http://dx.doi.org/10.1145/2939672.2939785
http://dx.doi.org/10.1145/2939672.2939785
http://dx.doi.org/10.1007/BF00994018
http://dx.doi.org/10.19363/J.cnki.cn10-1380/tn.2020.09.03
http://dx.doi.org/10.27461/d.cnki.gzjdx.2020.000649
http://dx.doi.org/10.27461/d.cnki.gzjdx.2020.000649
http://dx.doi.org/10.1145/2991079.2991122
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
http://dx.doi.org/10.3969/j.issn.1674-9456.2018.09.014
http://dx.doi.org/10.3969/j.issn.1674-9456.2018.09.014
http://dx.doi.org/10.3969/j.issn.1002-0802.2020.01.001
http://dx.doi.org/10.3969/j.issn.1002-0802.2020.01.001
https://github.com/mitre-attack/attack-arsenal
https://github.com/mitre-attack/attack-arsenal
https://github.com/OTRF/mordor
https://github.com/OTRF/mordor
http://dx.doi.org/10.1088/1742-5468/2008/10/P10008
http://dx.doi.org/10.1103/PhysRevE.69.066133
http://dx.doi.org/10.1145/2939672.2939785
http://dx.doi.org/10.1145/2939672.2939785
http://dx.doi.org/10.1007/BF00994018
http://dx.doi.org/10.19363/J.cnki.cn10-1380/tn.2020.09.03
http://dx.doi.org/10.27461/d.cnki.gzjdx.2020.000649
http://dx.doi.org/10.27461/d.cnki.gzjdx.2020.000649
http://dx.doi.org/10.1145/2991079.2991122
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
http://dx.doi.org/10.3969/j.issn.1674-9456.2018.09.014
http://dx.doi.org/10.3969/j.issn.1674-9456.2018.09.014
http://dx.doi.org/10.3969/j.issn.1002-0802.2020.01.001
http://dx.doi.org/10.3969/j.issn.1002-0802.2020.01.001
https://github.com/mitre-attack/attack-arsenal
https://github.com/mitre-attack/attack-arsenal
https://github.com/OTRF/mordor
https://github.com/OTRF/mordor
http://dx.doi.org/10.1088/1742-5468/2008/10/P10008
http://dx.doi.org/10.1103/PhysRevE.69.066133
http://dx.doi.org/10.1145/2939672.2939785
http://dx.doi.org/10.1145/2939672.2939785
http://dx.doi.org/10.1007/BF00994018
http://www.c-s-a.org.cn

	1 引言
	2 攻击行为检测模型
	2.1 日志解析与关联
	2.2 恶意社区发现
	2.3 权重生成
	2.4 复杂度分析

	3 实验
	4 评估
	5 结论

