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Abstract: This study explores the online game flow identification based on representation learning. First of all, due to the
lack of game flow in the public data set in the field of flow identification, various types of game‘"ﬂow are collected, and a
mapping relationship between various games and process ports is established. Depending on the mapping relationship, the
game flow is filtered from the collected flow to expand the public dafa set. Then the representation learning model in deep
learning is used to automatically perform feature learning and feature selection on the pre-processed original end-to-end
game flow. Finally, the game category is identified by a classifier. The convolutional neural network self-learns the
features of the original information via :[he construction of feature space, successfully avoiding the loss of information
caused by the secondary proéessing of the flow data set in the traditional machine learning algorithm and the dependence
of the flow classification model on feature selection. The experimental results show that, compared with the classification
effect of the original data set, the expanded data set has a classification accuracy improved by 5% on the neural network
model. The accuracy of game flow identification reaches 92%, and the identification performance is significantly
improved.

Key words: deep learning; Convolutional Neural Network (CNN); flow identification; game flow

@ L4 TH : B /R BE X R BV 5 E (XJEDU2017S032); i 88T K22 e 22 4 S S AR5 H (XINUSYS102017B04)
Foundation item: Scientific Research Fund of Higher Education of Xinjiang Uygur Autonomous Region (XJEDU2017S032); Tender Project of Data Security
Key Laboratory of Xinjiang Normal University (XJNUSYS102017B04)
SRR ] 2021-02-25; FE TSR [A]: 2021-03-19; R H I A: 2021-03-26

172 A4 AR 5% Software TechniquesAlgorithm

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/8203.html
http://www.c-s-a.org.cn/1003-3254/8203.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.008203
http://www.c-s-a.org.cn

20214F 55304 55 121

http://www.c-s-a.org.cn

i H AR SN A

1 5%

9 25 7 85 P VP50 6 0 9 4 ot 3R 4 T 4
7 FE S AT U 0 8 240 7 05 7 U 30 O 2 7 1
LR LT, SURMIEE AT . 4% R M
SRR, 102 0 5 T3k 0 PR A O i 2 T T,
4 TR B 43 2 AR R T I A AR, TR B o5 T
152 7 D 4 9 AL ) T 2 A 0 2 51, R I X 8 9L £ 4
A T 5 S R A O i s R B B0 % 5 D 1 X
VIR L, dhy b HEAT IR 4% R VR 4. Nk, R AL
5 2 e F W AT R T, YRR RIS |5 F B R
Wy BEAETE SRR I 25, SR 5 b e A A o U
SEATICE, X O I 5 2 AT T

AR, B 42K (B 2 AT K R, S5

TR, THEICAD . 3T EHUT NI MRS K

TR P BT HLER 5 ST BOR O ) S ik,

%%mﬁw\mp%@%ﬁ%wumE@@%§
I 7R 5 0 Dl AR P I8, TS 1 E A
VE LB R AR B S 1 22 4, 1R 2 I 4% i
SRR 0 M AU B R SRR A T LA W BSGEAT $8R,
S, AT S B0 TR A0 UC I 7 92 (R R i H 25 0
BT R HUAT AT A BEAR AT (3R 5 R S a8 5
BRI I £ L £ S 2 7

I 5 100 2% 2 P b i B 22, 3 T HLBS 22 ST HoR
(R 43 277 VW B . WL 2 ST R R R
LRI R bR v B 4, AT IR 46 7 4 K R
MR E . P2P R . SWURE. N IR,
117 P00 2% 35 % U PR O A B A B 2 R R 7l

FHIRTE, B FUSCRAE R D, I LB 22 TF 483 i |

BRSO, |

RO 7E 101 102 5 0 B 8k = 5 i
TR S 2 ATk B B Y SR TR R
R AT 2 2 0 T T 2 Pl S AR 0 7
SR S B T BT SRR A BB BRI
BSOS (BT R R AEAE (0 B, S 0 KB R
FH 355 11 WL 5% 2R 0 e i B S B b 705, %
ATFHAR ST 75, 3L NPY (050 1T AT 17
DAk BOH 4 P 17 o P L 4R BT A B .
A4 75 5 HOROIR S 57 FA 51 Wang 28 A2 $2 1 15—
3345 10 05 B LA o SR P Keerass MM 3K 78
T, FxS— 2 U M S LT SO IR, i %
U 28I 24 R 2 9, 1 R TOHAE, 5 R 5

Bt EEASCY 78 5 BBt 56 5 T A T e S A 7] — A
RIGERI T WIR A RCR, BLVP AL 3 S 11 S PR 97 xR
EFEARY SR TAR AT SRR

2 MRIAE

B B 82 22 SR PR 3T M0 AR B 7, 1%
T AT R, T TUFF A0 BT 0 T v R
R R0 77 35T L8 25 T P9 AR 7 v R
AR 7 8, 2 50 i A
P SORGILE iR e

AT, BF 0K S8 M7 e T 3 25 =1 7 VA YR A
S, (1) R I, T A 2 1 10 7 B4 K ik B 5
HLE R SR Sk R VR 2 ST IR A
B2 A M 90 2, R 1 Hh SR LR 1
KT 2 M0 M RS S O 98 5 2, AT R B8
F 25 AR AL LA AR B 1 . 58 A 4R 1 —
ST TR 28 I 4% [ 7 0 40 2K B0, 43 ISR A TR 8K
AR R AT HOHE B AT 3R, 308 3o 25 T % [ A
T 4 G4y 07 VO I 0N T 0, R T S
SKIRE TR, WD 7 533 P (e 1), fEL% 073 9 R
T XA R 45 2R B, Gao S A R T — Flofs ]
VRIS (5 4% DBN {35 & 40 070, Javaid 2 A\
3R T R B S 5% SAE 1% B B K
Tk AR AT T R 2 3D R WA R Bt o B
322 ST T ROAR, 58, TGRS o A 5 O 9 A 3 4 0
17T 2 30 A% ST ook 72 % i 5 U R 51
MR 7S AV T 2T E R I Wang %5 AP
SR T — R T 9 B8 0 I R, IS T
TRAT (8, T B4 2K 15 TSR BUFEAT 45 b 2
TRRAIEE 1. 36F Bk, SCiik [6] 48t %Pl Deep Packet HEZE
S A B AT VR, S N 1 B B A
P2, 5 WX 28 & 4 N 8 (a0 FTP A1 P2P)
FIN FHFE AR IR, 7€ ISCX VPN-non VPN ¥4 4 1
e, ELR T S50E 1 AL BRI 00 2 8 i
7 T 8 A 75 A 0

S5 F TR, AR SCHR Y — RT3 O S P9 A
VE TR A TR B SR SR AT 7S, 7E8 AW
YR A LR 35t T 2T 25 51 77 o T 26 R
BT IR, HESR T ONN A, B 78 0 Vi B K0
AT R 4 2, T IR — B R K S
78R0G 1049 2K OB B AL HOAR 97 78 10 4 B, B 7

Software TechniquesAlgorithm #fFHi AR F7%: 173

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

2021 4F 45304 55 121

VO P AR 75 AT 47 4, 10E T R AE
ST A BT AT

3 BT RAEEE 2T R R

YT HLAR 2 ) (0 5 R ) 1 R A T B SR 1 b
T, ATFEHRE S B2 R IR R, AR T & T
i 11 B PRI S B B B AR T T
3.1 FHiEELA

WIF TR B, TN 8% i e U 52 000 06 T 82 FH 2 1 ik
T ity 115 HEAT BOHE H 05 Rk, {HL 2 it A A B v i 11
SAAEBhAYE. BEMLYE, MDA TR B, Jovah ik
I 1 Y 1 AR T, T B0 TR B v B = 0 AR
IEFEA. ST, AR SCHR H AT 30 X 284 i xR It 2 1 [

42 X I R 4t XK D 3y 1 A5 A 00, 0 BN T

Ry R 38 11 5 B, TS B 2 R
SRS T T I HRE MR, iR
R TS 15 6 A5 A A 0 4 0 B B
AT R, LA PR 4 U e £

RSCR R M SCAR SERTE T4 3 N B S
STAE. R, HoRskaz.

Bl K4 [ Tepdump. Wireshark 2530 T 2
£ 3 o £ 9 24 00 B, [ et L
{5 P 0 458 T 26 e, St i e B %
R Y 4

SO T B KRR R 11 25 5 U AR 3R O
BRI, 2B 5 BF S0 00 S, JEH 4 5 R
S AR S L SR R £ 8, 23R A0 Y

2% e XS A T U R R R R B AT R E A 5 UL

Sy« VAT A 4 M e 45 |

SO S SR A 30 BT 4% 0 R R4 4 4
L 52 L TRA TR A SRR A 17 B S M,
TER 3T 245 0 4 s T O 15 5 Lo 2 I 4% N 1 0 4
Heat.
32 HBUETALE

952 T MR 3 10 D 26 97 Bk o B 14 D26 37, 0
9 248 7 0 0 B A 2 45 L 28 I 28 N O 38, A S
SR I T T AR 459 3 A T20 08 B TE . E
S5 B
32,1 HEiER

5 FRI e A5 1R A AN B G S 4
TP o, R G e (S B SR IR 1 i xk HE 2 2 A

174 A4 AR5 % Software TechniquesAlgorithm

I T B 2 ) ok T R o 15 S MR i 11 545 20
JEU e At e AT R0 i, PR A I R 5 R 4G A
P15 [R5 P 156 0% e B i gt AT — g, e ot
28 AT R R TR UL, BRI A 1 PR,

g H AR B

R A ok P AL By o 115
i 25 P90 2% AL
SEE I )5 B FHA S 1%
REN

!

/ i 3 e e ) SR S I /

1 AL

322 WEMASV L\

A S T 1 4 4 A, R 5 46 TCP
ﬁ%ngrg@ﬁpxiﬁ%m%%§¢mﬁﬁﬁ
VLGS TR EA 5 )y, 3T TCP Jit, I TCP
R 5 S AR S B MR R A N — 4
AR 3 UDP ¥, AR5 SO 0 1 2 [ 2
UDP Jf I FF 46 P15 R, 754058 I 6] 4 AR 3R 0RE 1 F —
B B A58 4% DR 5 R, T J446 2 e 1 11 4
UDP $C4 (4 2K 10 6 S U347

FEHI i R0 1 B 2 U, 7 B AT UL 4 B
)/ 1 U0 R PR T 2 B 22 4 1 . A
SHE TR Y 44 97 B S — R K 10 5 A g B AL
F AR, — 7 T8 7 LA £ IS 2 6012 3 )
R, 55— 77T, ELA S AR H o A0 2
SR T RS (DL P DS RORRAE . 5
28 9 24 B R N B K SO R SR, A B R
e N, s AP, Wang!!") 9920, R4
I 7E BT 784 45 ISR 1 90 R

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20214F 55304 55 121

http://www.c-s-a.org.cn

i H AR SN A

323 HdEH—1k

H T 3 1 X % 00 B i 1 4 BBUARL Y [ BUR,
T BUE KR A AL G S BOH R 28 FEBUR S 1]
R, R TR T B A 2 10 o A A3, 75 20K U
0 — 10 B BB B T

B, MG NN 784 FATH —YE A & x, B
xi = [, xi,xi3, 0+ xijl, Fort i AR n AS—4Em 2R
HiAmE, jRESE AN ETRE N TR RER
AL B A T X N ) BB TR 5 T R
A&, TS x RIS TR 2 [0,
2551, AR R TS AR L LRI ) R O DUE
AT IR, T X x A 'R EUE AT —
TOALER. FE ARG BN > B EUERR LA 255, {5 &
IHE S — 21 [0, 1) X [8], f4 28 S 5 B M-

X11 xlj
1

= 0= (M)

Xnl ot Xnj
ZIA AT R LA [F W OB b T TR — A B
S VA T-5x b, B2 s A A 1 2 20 6 7 10 R] B B A T A
BT SRR
F T2 AR 40 I 4% (1) B N0 A R R, IR TR
SO B x Ak O BT BRI 1) Z 4E R R A SR
A x FR 0 R AL NI AL) B i 28%28 ) —HERFE X:

Xi1 . Xi28

X;i= 2

Xi757 0 X784

3.3 HREME

AR5 58 BB T ARV AR SO0 9 2 AT B,

ST AT I 44 RS, ) T B 22 )
4114, g

Wang!!") 38 I L5 (P 46 U 50 102
TR T8 SAE (0 DR Ik, 1 T 1R
W OB, TR 5% 5 LIR30 A 5 78 L R
HEIEE . B2 51 T 0 94 A2 Al 05 L WSS M
o 1% STRHAE, JC7E PR {59 2018 35 1R 51 U 0,
SR 4 U T8 — A, FTLAAR SR T RAE
ST BT IR 5

A STHORCR, AR SCRA T 50 155 0
Ty ST R SRR, LURIERLK B9 24255 1) NN
fit 5 LR AE SRV RESCR L EAT 0T B 4 2.

UEEHE £ 1) AT S, YR R B ST S R TS
SO, S TARAEAR B 7 259 B e AR I AT &
HHREEA 2 H R/ #8022 5 22 4 AH G [ I 26 i i,
1M Wang $& i 110 3 21 355 [ 7 B R 1 7224 T ISCXVPN
2016 4 4E, BT LA S ISCXVPN 2016 Fd 4
Ve RFRR R, % F ISCXVPN2016 f£7E VPN i Al
SEPRE A Z KK, Bt AEAR AR T ISCXVPN
2016 ' non-VPN 7 FbRic i &, 8 b 5 SEPRii &
B SN <\

R S A B, S SR ET VPN £iF 11
2 FH 9 LG VIPN T B JiF T, 25 4 S R A
50 T390 %2 (Browsing)s H. -5 £ (Email). 44101 K
(Chat). 538l (VoIP). % HIAY (Streaming). L
{4457 (File transfer). fi% 55 (TraP2P) IR = HE. (H
T %R B 1 I N U IR B b O A AE I A, A5 2
“Facebook_video.pcap”, 7] LAric A1E A “Browsing”
A PAFRIC A “Streaming”, #C7E SCHR [107] 743 21 ity i 51
HROF I L SR B AT T S B, AR AR SR IS R R
FILE H AT 0 193 28 Y % Hh o Ui o7 O LE B, T o O D U
R v A 2T AN N IR X 2 ) N A, SR TR 28 )
WK IBAE AR idin & 2 5 Se i (1) 1h 2 S ECHURLEE 4328
55 267 5 3 2 A7 7 52 ) 281) K] 4% it A 9 ) fAE AR R A,
Fr DAASCR %R AT 7 56

W o FF s 5 1) 4 i e S E A 5 )
s H—1EEE, '—3%%#%52%‘1%@5@%&%%
BAm AT 9%, H T il 0% 157 P T A S 22 19X 4% 4011 5
M AR 4R, Zxk 4R IS B R SR 42 22976 M REA
TN 25906 MEEAR, b &g kL. itk
i FEHERCEE . CSGO S5 kit &, FdE KIE ¥ o
IV R = 22 A s = 5 A AR SR =, T 2020 4F
10 HZ 12 H3ATAF3R, N PRAIE SR i 8] 73 A & 22, A%

SETUREIE G, AR SO R I B 08 247 AT AR AL R,
TE A e ) 248 PR35 T 1) A [i) X 45k P9 A5 3R P Ui X It B A7 7
— B, DRI i AR B O AR R A A R AR

BEALGEBRE AL P14 RH—1b 2 J5 BT ARk 45
B 2 Fror, KN 784 . WAR, ASE LA I
BRAAWEMXSE, IFHEA KN RER AR
1 —3 k.

TEZ B MNIST 5 7R 5 24 4 B8 o0
R & 28%28%1 BB AE, 52 A 172 R IRIE

Software TechniquesAlgorithm #1FHi AR F% 175

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

2021 4F 45304 55 121

2 IR G 4 SR 6T B PO A TR AE 2 ) AR AR Y
P AR, A SORE e 5 I T B AR AR R
SRR T NPY S DL TR I 25, AR
BT R TS RS B Fik T BRI
172510, B T @ FL AR 4 R 2% ) NPY ST, 427
N7 pe e S e SEhl N EIE Ve
3.4 FMEFEIRBE

ST B AR LR 1) B A RSE S MNIST M A, 4
SZIGAE B LeNet-5U") () CNN 8 40 3 frow, Xf

v
(n, 253,32) (n, 229,64) (n,7

FEAE N
(n,28,28,1)

MNIST 548 & 10 73 VR 5 HE R AT 35 99.2%, [ it A~
B K T 2548 LeNet-5 1 CNN £544, 1nE 3 Fiok.

o Y Wiy

LT v T
-

mta s ol E

(@ Chat (b Email (o) File

(e) P2P (f) Streaming

K2 Fﬁﬁ%%ﬂﬁ‘]ﬁ%i{%@@

(g) VoIP

v NS e

(< S}

, 64) (n,256) (n,6)

> NS gl

(n,28,26,32)  (n,28,24,32)(n, 28,22,64) (n,28,20,64) (n,256) (n,6)

B3 PR T RO S5

N TN B S A R, &R
TIE 2 )RS AL S SR 45 I 22 S5 M, AR SCHE S 36 Hh 4 ) i
A 784x1 5 28x28 BIEMGH FEHEAT T 0 b ikEe, dn A
AR S HUNER 1 FioR.
£ —EBEEMARSEESH

Layer Operaction Filter Stride Pad
1 Conv+ReLU 32x3 1 Valid
2 1d max pool 1x3 3 Valid
3 Conv+ReLU 64x3 1 Valid — *
4 1d max pool 1x3 3 Valid
5 Dropout+dense S0y ¥ " None
6 Dropout+dense: a — — none

TEAZ MR (1) Bl A 4 1 2 o W 800 R~ Ak
UG5 1024 F1 7, iR A ReLU 1R B0E R 3L, I
S o TR 00 2 B N AR o e — B, R R
FiI Softmax 1 93 B 58, % tH 4 JS MR ol i
A, R4 2 2 AT R T dropout 347 B AL 23,
Fi# A 0.25, JG# M 0.4, A STHEASK. KPR
Sz S T Lk A — .

4 SY B 2 R AT
AN SCIE I S0 0T AR AT R R 454 TR A TFHH 4

176 A4 AR5 % Software TechniquesAlgorithm

5 R M R SRR E R A
. MR F-Measure (F1) {EIA81L, 437 A SO
AL A, S i 5 H A B I AT 5 2R
AR e, BRAIE A SO AT T

4.1 IR T "*

H A, 8 TR B A = R FH AR A G FR Aok
iﬁﬁ\‘ﬁ{ﬁ”, T i AW = R A T EE SR, 2%
Bk T13] 42 H AR PN F6 bR, A SCE e v 1 6t
NS ) 0 B R O PR 1) 2 25 77 T 4 T b o O AR
R LE S 78 1 J5 BHE AR RO ROR,, 04T T SR
A TE R E5SRT L. T T VEAH A 28 SEE % B AR A VT
fhiFEFF.

PRI A2 S AL B 1R A 5 AR TR DX 2 )32 FH 1R e
BB N AR EFREA S, m AR R 5 N 2R A 4
i RN KRR i IR EAE A AR I RN j 1
FEAH. B IE (True Positive, TP) ARFE BRI A i 1)
FEA P IR W AR T RORE AR, BITPyj = ny; fRIE (False
Positive, FP) AR SLFREA IR § IIFEAR h R R bR 10
HIREARNL, BIFP, = i, j # i, BHERE R S

TP
TP;+ FP;

precision =

3)

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

20214F 55303 55 121

http://www.c-s-a.org.cn

i H AR SN A

i f7 (False Negative, FN) AR SZFRISAN i HIFE
AR AR IR AR SR B AR AL, FN, = Znij. H
1 (True Negative, TN) fRE LR AR i FIFEAH
WAREYAE | FIREAKL, TN; = njj BAFRE N:

TP;
TP;+FN; @

A RN 4 RARBL T R 7 AR REAN B Y
) BTN RO R A AR S0 4 AT AN ST
A 28R A vk 28 ] DUE B 3R 0 R AN 2800 1) 4 KA .
HER AR 1 R 5 1 (0 S AR A 1 R, L 0 B9
ZIFE A B R . AR A AR, HE R
& SUN:

recall =

i(TP,’-FTNi)

i=1

accuracy =

)

M

1l
- —

(TP;+TN;+FP;+FNj))

F-Measure #4547 21 1fE R FIAE 4 R A3 5 1F0 15
¥, F-Measure =3 B BIEAE AN KA 70 K Mg
R

F-Measure = 2 Xpre.a:sion X recall ©)
precision + recall

4.2 SEIEIT

AL S BE B R AR Y 75% FH T R A
R ZR, TR 25% 10 EHE 5 Fl T2 205 2L (3t
SR 6 75 T, % B EEHE SR /& TensorFlow!™. {4k
FVF R A BEATURR BE R B 529, I )5 F Nesterov Momen-

tum 595 SR SR AR E, Ho Momentum 9 0.9, #iK

PR AE X R B, 2 21T 0.01, o) R I R
9 0.0001, VIR 4240 25 epochs. -

5K FAS [R] 1 5088 24 B 347 S 6 b, FRATT A B ik
T2 ST R B 1 — 4Bl T I T — %,
S 25 R 4.

M 4(a). & 4(b) XFEL Rl LUK B, AN [H 45 )2
BON B U R A & A R 52, A7 L 4R A
2, — AL R I 45 (1) AL 2% 2 TR I A5 HY 7 ki 23
SR P EER, B4R F-Measure {8 _FHH R,
It DA SCE X0 J5 - — 45 AR PR 28 I 28 [0 R AIE 27 2 U]
TR AT A B 1) 45 SR H
4.3 ZR9h

TE SIS S A T 1 B0 B R0 A T I 28 i i

B 46 20 ) N TR B AR R AT T Se R, SR as R
LK 5 FE 6.

0.85
080 r y W W
5% 0.75 % % . % %
0.70 %
0.65 \ \ \ \
Accuracy Macro avg Macro avg Macro avg
precision recall F-Measure

WID-ANPE m2D- AR
(a) /\‘%%iﬂ%wf&ﬁfﬁ%%%%ﬁﬁmf‘l.ﬁéaﬁu F {8

Y. § N
% .‘4&" :\\\ = § =
N R B
Accuracy Macro avg Macro avg Macro avg
precision recall F-Measure

WID-t4% m2D-tak
(b) LRI R 5 5 T E R B4R F I

4 [ N2 R A R R R

HfE

Y 8
N BN
z

Accuracy  Macro avg Ma&{o avg Macro avg
precision recall”  F-Measure

¢ ID-E4% T 5 IDASE
A \ «
\ K5 BRI RBIVER R 5 E TP AR
‘ B4 F-Measure 4.

A

Kl 5 FoR AR RUAE S A T 1A s S i
SR RSCR . AR B AR 5 S S A AL R R B,
A DUE e i A TP EOR R G 7, AR E
BRI R AR A 22, 72 JFOR B B3R 1 5%, B 11k
WA B m A, 2 P A B AR A F-Measure
B R X EE AR SE T B AR 3 R R AL T AR
FoAh LA UK B B 6 AT LSRR T AT
Ja B IR AR R A AR . A AF M F-Measure
E A, I m] DL W S ORGSR A [F) 1) L 45
B MNEEETEM R F-Measure {E X EL AT DLE H,
[F] — R R AE S ARG 5 BE S B TR AR SR ARV 43
Hah JLF-FEF, 305 VR kG B 18 2045 R T, Wi
Xt UAAER RIL B T 92%, A [BEIRIEE] 92%, D4

Software TechniquesAlgorithm #1F4i AR 5%: 177

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

i E AR %N

http://www.c-s-a.org.cn

2021 4F 45304 55 121

5 H A B (AR A BEAR RE1, AT L3 T RAR 2 3T 1
P00 2% i 3 B VRUA A T AT 1A, I RS B O ROR. T
REPE S A i DA R S o 4 S 3 o rh BB R AR
BEAT HALE, I I B A v R TR B 88%, FT AASCHTHE
HH PR3 2RI 2 3T P X 2% it B TR ) 5 Y AE I 48 T xR
AR 5 T EAT A R

s 8
" B
B
RS EWAVIES
(a) RAMEH
82 3 ¥
206 Y} %
g8 3 }
Fos N4 %
N R 3
N R N
Chat Email File P2P Streaming VoIP Game
RN BNR
(b) Krg
1.0
. > = o i ]
08 r¥w . Sm 38 § ¥ 8
NI N NN

Chat Email File P2P Streaming VoIP Game
B A e S
(¢) ZKF-Measureft

K6 RPMEAIFRERER, RESRK., 2K F-Measure {8

FE S50 25 R P AT R I T Email ATRAE K &
B ., T DA ST B T R
A RARTRAR. 7E 205 MOV IR 4 2K S0 S KA 7
O 350 AT F A B, TR 0T DS A PR T
SRR DL PR R 10 9 SR A T,
5 75 5 OB X B Email (R 505 4 1H 45 25 7548
FOSETF, T DA H A SCHE B 0 T35 1L 1 B 4
b7 R .

5 gERE
A SCAEAE R B A I Bl | 24K R AE 2 3T (1
J7 v S T 0 R IR (VR R 9, Il g SRR % i

178 4 AR5 1% Software TechniquesAlgorithm

X, TR S £ ) 2 S o R S 2 50 R 5
TR 1WA 56 3R, A T A 56 2R 0 AR U
Ik WAL, KRR 5 AR B AR ) T 1, F A
17 TF MO SR I B ST R HE 25 3 o ) 2
2 ST, ORI AR 75 S R REREAL, T B
PEAT A R WL SR N, L FRAE 2 ST B £ 3%
ST REREAE ST 52, Mol G FL e L 38 2 21 B0
o 8 L R 43 F I R ) b,
SIS 0 B A 0 R L 30 PR B 47 1
L, AR Y T 10045 Rk i S 2 1 . 7
FROE o, o AL BN 7T A7 B8 — R R A2
S5 ST AR, 20/ 3 ST B AR
SRR A1 (7D e 2 o R R 1 R AR R A T M
31 77 i, AR TR ZE TR GF o A0 B 0 0 3

o
Ae/J.

SE 30k

1 VESLAR, BRI R, A6, 25 M4 205 50k, b
BN L H R, 2013.

2 Wang W, Zhu M, Wang JL, et al. End-to-end encrypted
traffic classification with one-dimensional convolution neural
networks. 2017 IEEE International Conference on
Intelligence and Security Informatics (ISI). Beijing: IEEE,
2017. 43-48. \

3 5, AR, e, 5 ST GRS % B4
B4y 207 A5 4R, 2018, 39(1): 14-23. [doi: 10.11959/
j.issn.1000-436)2:@018918]

4 Gao N, dao iIr, Gao QL, ef al. An intrusion detection model

based on deep belief networks. 2014 Second International

Conference on Advanced Cloud and Big Data. Huangshan:

IEEE, 2014. 247-252.

Javaid A, Niyaz Q, Sun WQ, et al. A deep learning approach

W

for network intrusion detection system. Proceedings of the
9th EAI International Conference on Bio-inspired
Information and Communications Technologies (formerly
BIONETICS). New York: ACM, 2016. 21-26.

6 Lotfollahi M, Siavoshani MJ, Zade RSH, et al. Deep Packet:
A novel approach for encrypted traffic classification using
deep learning. Soft Computing, 2020, 24(3): 1999-2012. [doi:
10.1007/s00500-019-04030-2]

7 BT, N FE T A HOHE AL i A ORI . B AR 4
A, 2011,44(7): 113-114, 117. [doi: 10.3969/j.issn.1002-0802.
2011.07.041]

8 WRE U, E2E, i 500, T AUk 42 100 2% 0 n 2 7 B 031

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.11959/j.issn.1000-436x.2018018
http://dx.doi.org/10.11959/j.issn.1000-436x.2018018
http://dx.doi.org/10.1007/s00500-019-04030-2
http://dx.doi.org/10.3969/j.issn.1002-0802.2011.07.041
http://dx.doi.org/10.3969/j.issn.1002-0802.2011.07.041
http://dx.doi.org/10.11959/j.issn.1000-436x.2018018
http://dx.doi.org/10.11959/j.issn.1000-436x.2018018
http://dx.doi.org/10.1007/s00500-019-04030-2
http://dx.doi.org/10.3969/j.issn.1002-0802.2011.07.041
http://dx.doi.org/10.3969/j.issn.1002-0802.2011.07.041
http://www.c-s-a.org.cn

20214F 55304 55 121

http://www.c-s-a.org.cn

i H AR SN A

J7k . R R R K S AR (B 2R BE AR, 2018, 38(6):
36-41.

9 I, E, RALK, . BT B A ML 1 R H B
WART J5 3%, - HHURFH, 2019, 39(12): 3615-3621.

10 Wang ZY. The applications of deep learning on traffic
identification. Proceedings of the Black Hat USA 2015. Las
Vegas, 2015.

11 Draper-Gil G, Lashkari H, Mamun MSI, et al
Characterization of encrypted and VPN traffic using time-
related features. Proceedings of the 2nd International
Conference on Information Systems Security and Privacy.
Rome, 2016. 407-414.

12 LeCun Y, Jackel LD, Bottou L, ef al. Learning algorithms for
classification: A comparison on handwritten digit
recognition. In: Oh JH, Cho S, eds. Neural Networks: The
Statistical Mechanics Perspective. Singapore: World
Scientific, 1995. 261-276.

13 7% R, T2, FRIBEZE, 5. 028 I v R N B A 45 il T
JEYL JEIE R, 2016, 37(9): 154-167. [doi: 10.11959/j.issn.
1000-436x.2016187]

14 Abadi M, Agarwal A, Barham P, et al. TensorFlow: Large-
scale machine learning on heterogeneous,‘ distributed systems.
http:// download.tensorﬂow.org/papgr/WhitepapeQO 15.pdf.
(2016:03-16). s

%

Software TechniquesAlgorithm X AFH AR 7% 179

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.11959/j.issn.1000-436x.2016187
http://dx.doi.org/10.11959/j.issn.1000-436x.2016187
http://download.tensorflow.org/paper/whitepaper2015.pdf
http://dx.doi.org/10.11959/j.issn.1000-436x.2016187
http://dx.doi.org/10.11959/j.issn.1000-436x.2016187
http://download.tensorflow.org/paper/whitepaper2015.pdf
http://dx.doi.org/10.11959/j.issn.1000-436x.2016187
http://dx.doi.org/10.11959/j.issn.1000-436x.2016187
http://download.tensorflow.org/paper/whitepaper2015.pdf
http://www.c-s-a.org.cn

	1 引言
	2 相关工作
	3 基于表征学习的游戏流量识别
	3.1 方法概述
	3.2 数据预处理
	3.2.1 数据清洗
	3.2.2 流重组与切分
	3.2.3 数据归一化

	3.3 数据集构建
	3.4 表征学习模型构建

	4 实验设计与结果分析
	4.1 评价指标
	4.2 实验设计
	4.3 结果分析

	5 结束语

