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Application of Improved Elliptic Curve Cryptosystem to SET Protocol

LU Wen-Jie
(School of Informatics and Electronics, Zhejiang Sci-Tech University, Hangzhou 310018, China)

Abstract: In e-commerce, as one of the most secure protocols, the SET protocol resolves some security issues. However,
SET encryption and decryption program have gradually been doubted because of its lack of security guarantee. An
improved elliptic curve cryptography is proposed to replace the original private key encryption algorithm which can
improve the speed, performance, and security of the protocol. In this study, an improved NAF algorithm is proposed to
develop the encryption and decryption speed of data affected by time-consuming ECC point multiplication. Compared
with existing algorithms, the improved algorithm has better time complexity and it uses less computational resources.
Besides, the MDS5 hash generation algorithm is used to further improve the security of the existing elliptic curve
cryptosystem.
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