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Abstract: Consdering these security problems of data transmission such as some import data is transited without encryption,
malicious data might be received from a third part in Apparatus And Equipment Sharing,Management Platform of Chinese
Academy of Sciences (SAMP), SAMP system may result these threats of data theft 'and data receive insecurity. To solve these
problems, combined with the characteristics of SAMP System and its features of data transmission, the technologies of digital
signature and encryption of WS-Security based on the Axis2 Rampart module are applied to the issue of data communication
security of SAMP System. Firgtly, the Axis2 framework, digital signature, encryption technology and the encryption principle
of Axis Rampart module are introduced by this paper briefly. After that, encapsulate the data transmission interface of SAMP
System by using a data transmission sécurity solution, which uses acombination of digital signature + password + asymmetric
encryption of WS-Security. It implements the signature, authentication, encryption and decryption process of message
transmission. Findly, it also tests and analyzes the processing time of the response and CPU usage of data transmission
interface in SAMP System. The experiment results show that by using the combination technology of Axis2 Rampart module
+ digital signature + password + encrypt, it can ensure that the security issue of data transmission of SAMP system has ahigh
security, high scalability and high response speed, meet the demand of practica application, and be widely promoted to other
Web Application of Enterprise.
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Axis HERIK [ Apache TFMCBACTLZILR, Tdett
T JAVA E (IR #10 SOAP i (SOAP 1.2) Fil
SOAP with Attachments #i¥i (K H Apache Group )t
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clientjks, XA LA IR H CRAVAFIR T 12
B, R 2.2 TR A A A4, A A
UE" AT LASEEAT SOAP ¥ BV T2 4 FIGIE, TARYE 2.1
TR XS FR A A A BN, AR T LASEIR
X SOAP 4 JEAT s Ffig 2, keytool [y E &AL A1
DU S5 S0k 4. 38 SO LAV O A sk 1.

lmndlclrl'{cu uest){ handlerRequest) {
sign(); verify();
encrypt(); } decrypt():
client.keystore/ client 3 Truststore
VM .
JAX-RPC Lib * SOAP Tomeat
we. Clicat e — - sl
Client Handl = - Handl rvie
ATl
°r €r e
Iy
:

handlerResponse(){ handlerResponse(){
verify); sign(};
deenypt(h } enerypt()l;  }

K18 SOAP iH EW&E 4 Ml ol i

"

¥

£ 1 BRI 04

14 File Name
Client i SAMPdlient SAMPclient.jks
Service i SAMPserver SAMPsarvicejks

(2) BLE service i Al ;w4 T DN % 75 X (1) T
B AF SAMPservice.properties, SAMPclient.properties.
X B H % service i B SC A SAM Pservice.properties,
% 1 i i B S0 SAMPclient.propertiesde 1 G & 5
service i 25 {BL.

key 1) dias-->
<signaturePropFile>SAMPclient.properties
</signaturePropFile>
<passwordCallbackClass>
com.SAMP.axis2.security. SAM PPasswordCB
</passwordCallbackClass>
<signatureK eyldentifier>
DirectReference
</signatureK eyldentifier>
<encryptionldentifier>
SKIKeyldentifier
’</encrypti onl“dentifi er>
‘émcrypti onUser>SAM Pserver</encryptionUser>
</action></parameter>
<parameter name="InflowSecurity">
<action>
<items>Timestamp Signature Encrypt</items>
<passwordCallbackClass>
com.SAMP.axis2.security. SAM PPasswordCB
</passwordCallbackClass>
<signaturePropFile>
Client.properties
</signaturePropFile>
</action> \

</parameter> ¢ =

SAM Pservice.properties

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.c \

rypto.Merlin
org.apache.ws.security.crypto.merlin.keystore.type=jks

 /
org.apache.ws.security.crypto.merlin.keystore.password=server SAMP

org.apache.wswcurity.cryptd.‘ merlin.file=SAMPservicejks

(4) %S g 2E SAMPPWCBHandler, fi ]
SR I TR IR A 1 e, [P
SR

(3) Mit® Rampart, T %ALE client i ifid SO
axis2.xml, Ak 55 i fi A SO servicexml. FAARC E5
XiES# T Axis2 ) Rampart WS-Security f5 b
P & 2 1Y, axis2.xml 41T, servicexml it BB

axis2.xml

<module ref="rampart"/>

<parameter name="0OutflowSecurity"><action>
<items>Timestamp Signature Encrypt</items>

<user>SAM Pclient</user> <!-- 1 Fi| keytool A=)k jks I, private

public void handle(Callback[] callbacks) throws
10Exception,UnsupportedCallbackException {
for (inti =0; i < calbacks.length; i++) {
WSPasswordCallback pwcb =
(WSPasswordCallback) callbacks][i];
String identifier = pwcb.getldentifier();
if ("SAMPclient".equals(identifier)) {
pwch.setPassword("clientSAMP");
} elseif ("SAMPserver".equal (identifier)) {

pweb.setPassword("serverSAMP");
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(5) 1t service (LIRSS )N I SAMP G 4L
s A A O A e g5 4% 11, IFAE servicesxml AT
B, RATIRS. A s LA PR G S T R R
JIR 55 s B o IR 55 A AT AT LA I, SR A SR
SRR A e R R 55 2% A2 I O PPt i 55 s S AL Y
Web Servicesfil %%, PRIt 0SS #51E Jy seriveediy, 1M
JIT B S MR 55 s DA O 25 L A TR IR 55 4 Y
AxisSAMPService &R INEL T DA R 55

all) E RN

public string synUserlnfo(String authStr, String
commandStr, String bodyStr)

b AL AHAF B R A4 1

public string synApparatusGrantinfo(String authStr,
String commandStr, String body Str)

C A B 5L A5 B A P 1

public string synApparatugAdmi‘nI ﬁfo(String authStr,
String commandStr, String body Str)

DAY B 5 KA LB 11

public string synApparatusinfo(String  authStr,
String commandStr, String body Str)

P AR SR I DY I 54 I, Axis2 x4
servicesxml FIBC'E, JeXIE RS BT INIE B2, 3k
IR ZH, WIS, WO st =Bl AR
GRS SAAS, £3BIm N S, BETAEA
Jo R [R5 25 ) i

(6) %5 % ) s (BT G i) IR 55 ) V4 FH AT I F) IR
5, RIFR MG, & iR oK service S k55 I,

SHUE adis2xml IURLE, JER RS HULT S 4|

=, MENRMIEE RN, o TINE, %, 47153
AR 2 .

G, R R A B SAFT 3R AT AN ) A 2 360t
B3N GER, O Hr i Axis2 + Rampart+ -1 4+2 44 F1 0
28 I EA T A 0 A AR A A 25 44 R n 2 A7 4
TEAT IV e AR BRIN[R] . CPU (5 F 2R S5 0L

4 0PSRN () PERE AT S I A 45
R
41 NMERMBEMZZR SOAP EES{ER T ME
Z AR SOAP HBLERITLE

(1) fE¥&A XN Rampart A He R AT B B B, A4
SOAPMonitor i #7545 211 %% 7 B U 1] JIR 55 i (14 14 5K

24 Z4i5E % System Construction

T R AR N R a2k 2 B
*£ 2 BHEZALFINEL SOAP JH &

<soapenv:Envelope

xmlns:soapenv="http://www.w3.0rg/2003/05/soap-en
velope"><soapenv:Body>

<axis2ns2:synUserInfo
xmins:axis2ns2="http://service">
B S i R
HE "password'": "2343111",
"sessionld": "142294072735)“5"} </authStr>

<authStr>{"userName": "zs",

<commandStr>{ "command";"byl d'}
. </commandStr>
: <bodyStr>{ " apparatusid":" 2314"}
\ . </bodyStr>
. </axis2ns2:synUserInfo>

</soapenv:Body></soapenv:Envel ope>

<soapenv:Envelope
xmins:soapenv="http://www.w3.0rg/2003/05/soap-en
velope'>

<soapenv:Body>

55 vt
g J3 7SS

<ns:synUserlnfoResponse
xmins:ns="http://service">
<ns:return>
{"status":"0","description":"succesus’,  "sessionld":
"1422940727395",
"resultSet": [{
"userld": "9653", \
“useriName?: "4 g,
% "type’: 5",
y = "belongUnitName™: " £ 4 ¥ 1 BF 5 fr
","belongUnitNo": "153311",
"belongUnitld": "58",
"belongGroupName": " ¥ HE 4> B 41 ",
"belongGroupNo": "103",
"telephone”: "64888424",

\

"email": "haojf @moon.ibp.ac.cn”,
"cardNo": "2171795964",
"invalidDate": "2015-12-31",
"userValidFlag": "1"}1}
</ns:return>
</ns:synUserlnfoResponse>

</soapenv:Body>

</soapenv:Envelope>

MF 2 ATLLE 2, TR ST Y S A E LU
B2 R IE Sy U E R NER SR S L T
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HETTBERITE, T DLE RIS B ).

(2) M 3.3 A4 I B4 Rampart BE1TAH W (1)
Pl '8 5, 15 keytool 76/ IKS SCATIN, {fiH] RSA H
AR, 48l B i axis2.xml 1% F L
v, AT AHE Y client s A% U5 a4 service .
SOAPMonitor i #1521 1R % - g R AT M 55 4 1R 1 3K
MR T T
SOAP %43k

<wsse: Security>

<wsu: Timestamp>
<wsu:Created>
2015-04-30T07:16:02.961Z
</wsu:Crested>
<wsu:Expires>
2015-04-30T07:21:02.961Z
</wsu:Expires>
</wsu: Timestamp> &
<ds:Signature>
<ds:SignatureMethod ~ Algorithm=
"http://www.w3.0rg/2000/09/xml dsi g#rsa-shal" />
<ds:SignatureValue>
uQz+S9JA2L 01Pay2HNIfFdSzXp5Z...... TZSsx0=
</ds:SignatureValue>
<ds:DigestMethod  Algorithm=
"http://www.w3.0rg/2000/09/xml dsi g#shal"/>
<ds:DigestVaue>
ow1sDdh3ec306e2r9EP7ukQagvA=
</ds:DigestValue>
</ds:Signature>
<xenc:EncryptedK ey>
<xenc:EncryptionMethod :
Algori thm="http://www.wéiorg/2001/04lxml enctrsa-1 5" />
<xenc:CipherValue>
cOBkfBWWaTZF8Z4FKsal......PDESULg=
</xenc:CipherVaue>

</xenc:EncryptedK ey>

</wsse: Security>

SOAP 1 KL H [ <wsse: Security> 3k # - H =1 %2,
ERAET BT 2RSS, s 5.
fERIZ4 . B SL I T s,

SOAP Body A%
<xenc:EncryptedData >

<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenct#aes128-chc"
/><xenc:CipherData>

<xenc:CipherValue>Y MaW+eKzG6uOn+3MfRfDGmMOO0Tp5..
.1gzQ0=</xenc:CipherVaue>

</xenc:CipherData>

</xenc:EncryptedData> o \

<xenc:CipherData> G % IN&8%cde . %/ B n s
(8, M 2248k 85| ] <xenc:EncryptedK ey>?f, fk
A FE Body P AR, LSRN 5 1 .

45 00 7 P A SR, R A A
Al client J i) A PR INE, HAEH B SFAH
AT AR, A3 BN RS 8, Mt e N B S, 6
PN AT A4, TN, P RIELS %5 i

XF G (@) R AT W) ST A, AT i ATATT 25 44 F
T8R4 Web 22 4 HORBEAT AL BEFY) SOAP I B (2) Hh il
H'T Rampart %44 FIN A AR BT AL PR T ¥ SOAP i
B, ARE A, HUISCE AL, A 2544 R &
A PRI SOAP ALHH B 242, Ik, /4N
s, AT RSA SHEEL X AL R S
B, BB, H AT Y, BT RSA
B9, 2 768 A EbIA. Bt i, e 768 f )
], NKIE LR, 1T CLX A\, 1024 47 ()
RSA %4, Sl 24eH0. 1M 2048 (LB 4, WIREE
A%, TASCLEAE ] Keytool AE A SRRV, {4
(170024 fir RSA, 7 L RT LI 51 T i T 32 1 1 22 4
42 NMERAMBEMZARSERTHEMZZE,
Rzl B4R E S CPU G AR RN

(1) AMfdH Axis2 + Rampart WS-Security #E474%
A4 K0 I RS ] T Axis2+Rampart WS-Security 34T
25 2 RV 8 T 4D J e 7 A B s [ 285 ST L

£ client uity i I service 5ify (19 DU AN 75 22 I s AL 4
PErEE O, 5 8AE client i i F IR 25482 D B4 74X
{ETECEPAN/ I e AR AW T

long startTime = System.currentTimeMillis();

FE IR S5 IS AT ACRS 5 i d A s —474%
fih: long endTime = Systemj.currentTimeMillis();

TXFE A0 AT LA 2130 JE TS 3K 21 i Y 1) Ak 2 N [ -
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endTime - startTime 7.

% 3R T AT WS-Security #4745 44 Al in 25 i
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