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Monitoring and Control for Android Application in Misusing Users’ Private Information
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(Department of Computer Science, Zengcheng College of South China Normal University, Guangzhou 511363, China)

Abstract: Smartphone applications are frequently incompletely vetted, poorly isolated and installed by users without
restraint. Such behavior causes use!rs’ private sensitive information leakage. By means of employing dynamic taint
analysis technology, our work detects when sensitive data leaves the system via untrusted applications. Meanwhile,
according to the need, it uses harmless data to cover the sensitive information, or cuts off the exfiltration
communication. Then it can prevent an application to access the data which user wants to keep confidential, achieve
real-time monitoring and control for Android applications in misusing the user private information from system level.
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1 void foo (int a) { 1 void foo (int a) {
2 intx,y; 2 intx,y;

3 i (a=10){ 3 =1

4 x=1; 4 i (a=10) {

5 1} 2 x=l;

6 else { T A

7 x=1; 8 w10

3 1} 9 prints(x),

9 v=10; 10 3

10 print(x);

11 print(v);

12 } (a) {h}
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Widalvikva( 331): Taintlog: OSNetworkSysten.urite(58.83.143.22) received data with tag(@xd88 date=(GET Telenent=0o0606060609
808 HTTP/L.1

W/dalvikva( 391): Taintlog: OSNetworkSystem.write(58.83.143.22) received data with t@ﬂa(F[EH 7element=59814183211
118516728 HTTP/1.1 A
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