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Web Vulnerability Scanning Software
JI Zhen-Yan, LI Chun-Yuan, MO Jian-Yang
(School of Software Engineering, Beijing Jiaotong University, Beijing 100044, China)

Abstract: The paper introduces theicurrent severe situation of the Web security, and brings up the necessity to design
Web vulnerability, scagning"so%tware. Then it analyzes Web crawler, construction of website structure tree, and detection
methods of SQL injection, XSS, integer overflow and URL redirection, which provides a guarantee for developing the
system successfully. The paper also describes the software architecture and the design of modules. The final testing

results prove that the software is able to detect the common types of vulnerabilities rapidly and comprehensively. The

software has been published.
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