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Improved OAuth2.0 Protocol and Analysis of its Security *
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Abstract: With the wide applicaitonsiof OAUth2.0 protocol, people have payed a special attention to its security. In

order to enhance its security, in this study the digitial signature firstly is introduced, then an improved OAuth2.0 protocol

is proposed which has the authentication from authorization server to client and authorization server to resource owner.

At the same time based on the Blanchet calculus in computaional model, the correspondence is applied to model the

authentication from authorization server to client and authorization server to resource owner, and finally the

authentication is proved by CryptoVerif.
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Ender@ Serverbased Client

1. register (sign(sku, [username||password]))

Authorization server
.

¥

»

2. register (uri)

»
>

3. response(client_id ||client _secret)

4. authorization request |

A

4. authorization request (sign(skc,[response_type||client_id]redirect uri]))

S. user authorization (sign(sku,[username||password]))

6. grant response(code)

A

6. grant response(code)

7. token request (sign(skc, [gl*ﬁm_type||code||cﬁem_id||client_secreqkedirect uri]

%

&

8. token response(access_token||token_type)
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224> H AR, CryptoVerif {ff FH 4 4RI, X 37 R AR R
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2.2 EXHIEHRIERR BR

P 2 45 THEWT H A%, event Authorization(three, y)
==>User(three,x) £ 1§ 7 3 {4 event Authorization
(three, y) &L}, =t User(three, x) —& Ck 4, K
B OUE % A MR % A N IE & oum B . F AR
event Authorizationa(y) ==> Client(x) FH A5 i1 52 UK
CE Nl )
event User(host, seed).
event Client(seed). g !

event Authorization(host,username).

event Authorizationa(c;ode).

query x: seed, y : username;

event Authorization(three, y) ==> User(three, x).
query x : seed, y : code;

event Authorizationa(y) => Client(x).
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Authorization _server Jf f2 2 7 P 11 52 BUIR %5 &%
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TR S i) web g5 7%, user MEFE IR & H .
HH IS AR 45 4 5 2 7 i A ¢ i P AEAT A —

AR, N clint #755client AHLF (7 E17,

AL IS AT

process 3
L
in(start, ()), '
new ru: keyseed

let sku : skey = skgen(ru) in
let pku : pkey = pkgen(ru) in
new ra: keyseed,

let ska : skey = skgen(ra) in
let pka : pkey = pkgen(ra) in
new rc: keyseed,

let skc : skey = skgen(rc) in
let pkc : pkey = pkgen(rc) in
c< Dku, pka, pkc >;

((\N Authorization _ server)
| (" N1 client) | (! N3 user)|(! N2 web _ server))
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proba Psign.

proba Psigncoll.

expand UF_CMA_signature(keyseed, pkey, skey, message ,
signature, seed, skgen, pkgen, sign, check, Psign, Psigncoll).
channel start,c,cl,c2,¢3,c4,¢5,¢6,¢7,¢8,c9, ‘
cl0,cll,cl2,cl3,cl4,cl5,c16,c17,cl8, 619‘.20 c21,c22.
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2.5 LRk it
ol H P @R W 5 Frox, user @ ki £
new name :username = % H 1 H 7 44 name K&
new pass : password A= i 4 pass . 1 i cl i JE R
name Fl pass % 4 Jo 1k i 45 & Bk 55 A% .
c2(string form _author : cleartext) % 7~ user #f £ 1
it c2 JEiE B W B ok B Authorization _server [ 71 &

string_ form _author . #7 i% 8 B & W i ¢ A
Authentication _message U1 = W ¥ "G

event User(r4) &A=, user BEF2id ik ¢3 i i ¥ i
ft) name F1 pass 345 45 44 Jo Aik 45 S AUIR 55 25 oK 5
UESHy, HEAT RS RS, . |

let user =

c(); new name: username;

new pa.és : password; new rl: seed;

let messageone : message = concatA(name, pass) in

cl< one, messageone, sign(messageone, sku,rl) >;

c2(string _ form _author : cleartext);

if string _ form_ author =

Authentication _ message then

new r2: seed; event User(r2),

— [three,concatA(name, pass),
<sign(concatA(name, pass),sku, r2)>.
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% P A & 6 Pron, client dF R E
new uri : redirect _uri A4 % E 1) URI 225 uri I il
T8 c4 B i B BURSS S vE M. MR L JE AE o5 i iE
Bl #) client _id SR client _secret Z%(. client 75
T Sk e FH P AU, K code _response . clientid _
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& [f) code _ fromweb . 2R J5 ¥ W 2 10 AL 5
clientid _ . clientsecret . uri. code_ grant i
A% 4 JE Rk c8 M 1 Rk A AU S 35, 1 KR
i 1] AR, 75 event Client(rd) &4z, $ERUIR %5 2% 5
TUE 2% 7 i 1) B A S 96 00F 28 7 i 2% 1) 2 B0 1) 1R A
A IR UE A I 5 F AR 5% 4 AT U7 in) A B client i
i c9 el 25 BUIR 55 # KA1 (17 1] 2 Ji accesstoken
14 J4 25 tokentype _a . 25wty il e % 4 FH U in) &
PRI 7% 05 R 45 2 - 1 52 AR 4 W 9.

let client =

c(); new uri:redirect _uri,

c4 <uri >; ¢5(= A,id _secret ; message);

let concatB(clientid _: client _id,
clientsecret _:client secret)=id _secret in
let messagetwa : cleartext =

concatE(code _response,clientid _,uri) in
new r3:seed;

6 < two, getwo, sign(
cT(code _ fromweb : code);

getwo, skc,r3) >;

let messagefive : message = concatF (code _ grant,
code _ fromweb,clientid _,clientsecret _,uri) in
new r4:seed; event Client(r4);

8< five, messagefive, sign(messagefive, skc,r4) >;

c9(accesstoken : access _token,tokentype _a : token _type).

Ke zimiatfs

2.7 Web BR 5525172

web _ server BEFE AT &I B HIAE R # client 1)
FEALVF W]V K R 4G ARG 3, B BUIRGS 7 Wl . 4%
BRI KRG, R S IR PR A5 5% Ik 45 client 1R

&

let web_server = |
= itwo, messagetwo __ ¢ : message,\,
clof ..~ y. ;
_\signmtwo _c: signature
cl1< web, messagetwo _ c,signmtwo _c >;
c12(= web,code _ from _a: code),
cl3<code_ from_a>.

K7 Web IR 253t

2.8 1RINAR K 2RI

BBUIR 554 B ooz P RV E N, i cl4 Hliss
J i R AR R urireg 05 AR B T AR R A
clientid A1 /i 24 clientsecret . [P X A2
$ I A7i% i id secretsuccess , 485 clientid 5 urireg .

75 c15 %% clientid A1l client sec ret 437 ESMHT client .
FERUIR S5 RIREH2 52 RN 5 (R T, 7E c16 i iE %
WIS E NG B R4 5 A 2
%4 namereg VEJF 14 passwordreg . client ZE5k15 75
A IR, T ARG # RV AT K,
FRUIR S FAE BN ARG ARG EAE 17 Jl
TEHSCRFEAF AT i KT L twomessage /¢ %544 twosign
A% pke BiE 28 44 )5 3115 224U responsetypeone

AR % A ot K W

responsetypeone [{E& T ik coderesponse , % iiFid

b AR c18 i RE () B U A K IX R AU B
Authertication”_ message, ZixK user HHATHZAL. user 7E
FERLZ AT T I0UE 7, FBUIR S5 28 4E ¢19 i 1 H i 3]
user [ 56 1E 7 & threemessage F12% 44 threesign . 56 iF
24 5 345 H 7 44 nameauthor 1114 passwordauthor .
find WHAJSGIE ) A0 A2 75 IR, S ) iy
2R, 2 JGag1F event Authorization(nameauthor) & 4=,
KRR S5 250 UE T 2o - 195 4. AR5 84
clientidone A1 urione > idurione , @il find & f) k5 Wl
idurione & 1% vEME. & WA 1 5 AR R — A BB
authorcode, Hi c20 JHIEALEELTIF K E ) i, JFHIHY
clientidone £ 5 4 idcodeone . U 45 7 c21 il i
B3 & fivemessage FI125 44 fivesign , K iE2s 4410
AR HC BAGS 287 granttypetwo  FZ AU
codeforauthortwo . % i b IR/ clientidtwo . %/ 5
# 4 clientsecrettwo PLAZHE € 1] URI uritwo . #ZAUR
F4srill granttypetwo fME & 75 4 i i code _ grant
find“m <= N suchthat defind (authorcode[m]) _.
& & (authorcode[m] = codeforauthortwo) then "

(VI A -G I | SO
find g <= N suchthat defind (id sec retsuccess[q]) &&

(id sec retsuccess[q] = concatB(clienttwo, client sec rettwo)) then’

5 4IF clientidtwo 11 clientsecrettwo & %5 IF 1 5 95 52,
find r <= N suchthat defind (idurione[r]) & & e
Y

(idurione[r] = concatC (clientidtwo, uritwo)) then
clientidtwo 55 uritwo 52 75 5 3R ARSI 125 7 S iR
oM B OE M URI MR

find s <= N suchthat defind (idcodeone[s]) & &(idcodeone
[s] = concatD(clientidtwo, codeforauthortwo)) then
ALY codeforauthortwo 15 clientidtwo (1455 56 .
S S50 UE A T ISR 55 4 A2 B 1) - 4 token A1
JEL U ] tokentype , {E c22 JHIER HL R I%4, client . %)

clientidone Az urione .
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5iii 3k 45 token &5 tokentype Ji5, 55 % IR 45 2R 2EAT S HL
WAFZ ARG B,

let Authorization _server =

cld4(urireg : redirect _uri); new clientid : client _id;

new client secret : client _secret;

let id sec retsuccess : message = concatB(clientid, client secret) in
let idurisuccess : message = concatC(clientid ,urireg) in

cl5< 4,id secretsuccess >;

cl6(= one,onemessage : message, onesign : signature);

if check(, ige, pku, ign) then

let concatA(namereg : username,

passwordreg : password) = onemessage in

c <>; cl7(= web,twomessage : message,twosign : signature);
if  check(twomessage, pkc,twosign) then

let concatE (responsetypeone : response_type, clientidone

: client _id ,urione : redirect _uri) = twomessage in

if  responsetypeone = code _response then

c18 < Authertication _message >;

cl9(= three,threemessage : message, threesign ; signature);

if  check(threemessage, pku,threesign) then

let concatA(nameauthor : username,

passwordauthor . p
find k <= N suchthat defined (onemessagelk])
& & (onemessagel k] = threemessage) then

find p <= N suchthat defined (namereg[p])

& & (namereg[ p] = name _ author) then

N — ¢k 2
d) = thr ge in

event Authorization(three,nameauthor);

let id _uri _one: message = concatC(clientidone,urione) in
find 1 <= N suchthat defind (idurisuccess[I])

& & (idurisuccess[l] = idurione) then

new authorcode : code;

let idcodeone : message = concatD(clientidone, authorcode) in
c20< four,authorcode >;

c21(= five, fivemessage : message, fivesign . signature);

if check( fivemessage, pkc, fivesign) then

let concatF (granttypetwo : grant _type, codeforauthortwo

: code, clientidtwo : client _id, client secrettwo : client _secret,
uritwo : redirect _uri) = fivemessage in

if  granttypetwo = code grant then

find m <= N suchthat defind (authorcode[m])

& & (authorcode[m)] = codeforauthortwo) then

find q <= N suchthat defind(id secretsuccess[q]) & &

(id secretsuccess[q] = concatB(clienttwo, client secretiwo)) then
find v <= N suchthat defind(idurione[r]) & &

(idurione[r] = concatC(clientidtwo,uritwo)) then

find s <= N suchthat defind(idcodeone{s]) & &
(idcodeonels] = concatD(clientidtwo,codeforauthortwo)) then

new ftoken : access _token;  new tokentype : token _type;

€22 < token, tokentype > .

8 FBURSS bR

3 Z,'tAﬂE n%
18 1] E1 AL IE W] T E Cryptoverif SE1T40 07, 45t

30 i Ziik Special Issue

Z AL TR AL BEMUEE ST, 7E 22 4> Game @815 )
FENEWIZR, WK 9 P, SRR, ESEtK
OAuth2.0 it K284 WL RENS SR BN 55 4%
X 2% i FH P AN AR 55 2 %) 85 )7 i ) B4 63 AALE.

A¥IRDO¥S\systen32\cad. exe

lgen2<rud, p2333
>

Proved event Authorizationady> ==> Client(x> in game 22

Proved event Authorization(three, y> ==> User(three, x> in game 22

AdvGame 1: event Authorizationady) > Client{x>1 <= Psign(time(context for gam|
le 18> + time + (-1. + N> * time(check). B> + Psign{time{context for game 12> + t|
ime + (-1. + 3. = N> = time{check>. 2. » ML) + Psignctime{context for game 6) +
ftime + (—=1_. + 4. = N> #* time(check), 2. = N3>» + 3. = Psigncoll + AdulGame 22: eu
lent Authorizationaly> ==> Client<x>]

AdvIGame 22: event Autho. ionady> ==> Client(x>]1 <= @
IRESULT Proved event Auth tionady?» ==» Client{x> up to prob
(context for game 18> + time + (-1. N> = time(check>. B> + P
Hor game 12> + time + (-1. + 3. = N> = time{check>, 2. = N1} + n{time{contex|
it for game 6> + time + (-1. + 4. = N> = time(check). 2. = N3> + 3. » Psigncoll
Adu[Game 1: event Authorization{three,. y> ==> User{three,. x>1 <= Pzign{(time{cont]

ility Psign{time|
timeCcontext

lext for game 18> + time + (-1. + N> * timeCcheckd, B> + Psign(time{context for gl
lame 12> + time + (-1. + 3. * N> x time¢check>, 2. » N1> + Peign(time<context for|
game 6 + time + (-1. + 4. = N> = timeCcheck>, 2. = N3> + 3. = Psigncoll + Adv[
Game 22: event Authorization(three, y) ==> User(three, x>1

AdvGame 22: event Autho ion¢three, y> ==> User{(theee. x>1 <= 8

RESULT Proved event Authorization(three, y> Userdthree, x> up to prohahility
Psign(timeCcontext for game 18> + time + (—1. + N> = timeCcheckd, @ + PsignCtil
me<context for game 12> + time + ¢-1. + 3. % N> * time<check>, 2. % M1> + Psign(
time¢context for game 6> + time + (-1. + 4. % N> x timeCcheckd. 2. = N3> + 3. =
[Psigncoll

RESULT time(context for game 6> = timeCskgen> + 2. = time<pkgen> + N * timeClet
concatF> + 2. * N x time<let concatf> + N x timeC(let concatE> + N * timeCconcatB|
> + 2. x Nl = timeCsignd> + N1 = time(concatF» + Ni = time<concatEd + NL * time(l]
et concatB> + 3. * N3 = time(concath>

RESULT time{context for game 12> = time(pkgen> + <1. + N> * tine(B18_pkgenZ) + 2
. % N3 = N * tine(B18 check2> + N x time(let concatF> + N * timeClet concatAd +
N = timeclet concatEd + N * time<concatB) + NI = timeCconcatF)> + N1 = time<concal
[tE> + Ni * timeClet concatB) + 2. % N3 * time(B18_sign2> + 2. = N3 » time(P18_ sl
lgen2> + 3. * N3 = timeCconcatf?

RESULT timeCcontext for game 18) = <2. + 3. = N> » tine(P18 pkgen2> + (2. = N3
N + 4. % NL % N> % time<B18_check2) + (N + N1 = time<concatE) + N  timeClet c|
oncatF) + N * time{let concatA> + (N + N1> * time{concatF) + N » time(let concat
[E> + N = time<concatBd + (2. = N1 + 2. = N3> = time<@18 cign2> + (2. = NL + 2.
N3> » tineCB18 skgen2> + NL » time<let concatB) + 3. = N3 » time(concatR>

N1l queries proved.

IF: cryptoverifl.16
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