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Cell Phone Camera Image Tampering Detection Based‘on Pattern Noise

YANG Hong, ZHOU Zhi-Ping, ZHOU Cui-Juan
(School of Internet of Things Engineering, Jiangnan University, Wuxi 214122, China)

Abstract: Sensor pattern noise has been proved to be an inherent fingerprint of digital cameras. Since the main
component of it is-independent of the environment, it is stable and widely exists in all sensor-based cameras. Therefore,
it has been widely used in forgery detection of digital images. However, the sensor pattern noise is vulnerable and easily
to be copied from one camera to another. To solve this problem, we first study the two tampering methods which based
on sensor pattern noise, then set a determined threshold to realize forgery detection. Meanwhile, in order to settle the
problems such as great calculation and high complexity of the algorithm among the correlation detection of sensor
pattern noise, this paper introduces a method based on clustered pattern noise and improves the tamper detection
efficiency in a large extent.
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