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Development of Database Auditing Subsystem with Active Defense
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Y(School of Electronic & information; College of Siytian, Xi‘an 710038, China)

?(School of Technology and Engineering, Xi'an Fanyi University, Xi'an 710105, China)

Abstract: According to the shortcomings of database audit technical, Put forward a method of designing a real time and
security risk capacity database audit subsystem based on database sessions. The system records the user’ s operation
behavior, hand the illegal invasion behavior actively, adding the active prevention ability of the audit system, it can
advance the"post audit analysis"to "after the timely processing ". The system proved effective in improving the security
of databases, protect business and user information.
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create trigger deny_delaltertable_delproc
on database

for

create_table, drop_ table, alter_ table,
create_procedure,alter_procedure,
drop_procedure

as
print "N EE G AR 2, M BR R AN e AT g FE
e '9;‘
rollback: :
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AL, WrR:
create trigger insert_audio
on tbl_user_login
for insert,update,delete
as
begin
declare @UserID  AS bigint
declare @UserlP  AS varchar(20)
declare @UserKind AS varchar(20) .
declare @UserIP. |AS varcpar(éO) :
if exists (gele“ct 1 from inserted) AND NOT exists
. (select 1 from deleted)
" set @UserKind = “ffAHHE’
if exists (select 1 from inserted) AND exists (select
1 from deleted)
set @IsUpdate = “1& et
if not exists (select 1 from inserted) and exists(select
1 from deleted)
set @lsDelete = B
select @UserlP=userlp from tbl_login where
Session_id=@ @spid
select @UserID = Session_id,
from sys.dm_exec_connections where
Session_id=@ @spid
insert into tbl_audio(session_id, session_ip,
session_time, session_table,session_kind)
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values(@UserID,@UserIP,getdate(),
'thl_user_login', @UserKind)
end
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