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Formal Verification and Improvement of an Authentication Protocol
HE Li, WANG Li-Bin (Dept. of Computer Science, South China Nommal University, Guangzhou 510631, China)

Abstract:

Password-based remote user authentication is a hotspotin authentication protocol research. The security of

a proposed remote user authentication scheme, the Lee-Kim-Yoo protocol, advanced by Sung-Woon Lee is

analyzed, which usednonce random and had very low computational costs. However, this scheme still has

many security, faults. The weakness of the scheme is demonstrated. This paper proposes an improved

scheme, a novel nonce and hash-based remote user authentication scheme using smart cards and analyses

the amended protocol with BAN logic. It indicates that the amended protocol can reach the goal of the

protocol.
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