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ABrief Analysis of Security Flaws in ARP Protocol and Protectin‘g Project
LI Jing, XU Yong
(Computer and Control College, Guilin University of Electronic Technology, Guilin 541004, China)

Abstract: Based on an introduction to the functions and working theory of the ARP (Address Resolution Protocol),
this paper analyses the security holes in ARP. The security vulnerability of ARP, the attacking forms and
potential damages are extensively discussed. Several protection solutions for daily managements and
detection are given, advantages and disadvantage ofthese measures are detailed.
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